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NnaBa 1. O6G30p usgenun

1.1. HasHauyeHue poyTtepa

TELEOFIS RTU968/RTU1068 — cepus poyTepos
3G/4G, npepocTaBnsOWMX BbICOKOCKOPOCTHOIA
6ecnpoBogHoli  gocTyn KOMMeEpYeckux  wu
NPOMbILLSIEHHbIX OOBEKTOB K CETU VIHTEPHET Yepe3
coToBble cetun (Puc. 1).

Poytep paboTaer nof ynpasfieHWeM OTKPbITOM
onepaumoHHOol cuctembl OpenWrt Ha sagpe Linux.
Cuctema no3BONSAET peasiv30BaTb MNPaKTUYECKN
BCE W3BECTHble MeTOoAbl Mnepefayn [aHHbIX U
obecneunBaetr  6esonacHoe n HaaéxHoe
coefiMHeHVe nNOo 3alWWWEHHOMY KaHasny. 3710
Aenaet npubop YyHMBEPCA/IbHbIM YCTPOCTBOM

Puc. 1. 3G-poymep TELEOFIS RTU968 V2.
ana  peweHna  WKWPOKOro  cnektpa  3ajad nasHbIl Modyrib (610K Mpoyeccopa).

I'IpOMbILIJl'IeHHOf/II aBToMatmsaunmn n TenemMeTpun.

Cepusa npeacraeneHa AByMs IMHenkamu:

e RTU968 — 3G-poyTepsbl (CKOpoCTb Nepegayun no cetn HSPA+ — go 7.2 Méut/cek)
e RTU1068 — 4G-poyTepbl (CkopocTb nepeaaun no cetn LTE — go 150 Méut/cex')

MopaynbHaa cTpyktypa poytepoB RTU

Bce poyTtepbl cepun RTU MMEOT MOAy/NbHYHO CTPYKTYPY A/ BO3MOXHOCTU PacLUMpEHnsT annapaTHol
yacTu 1 hyHKUMOHaNa ycTpolicTBa. MNofib3oBaTe/lb MOXET CAMOCTOSITE/ILHO BbiGpaTh ONUUK TIABHOIO
mMoayns (poytepa) 1 noAo6path A0MNO/HUTEbHLIE BCTPanBaeMble 6/10KM Mo KOHKPETHbIE 3a4a4N.

Kaxabliii mogynb (610K) MMeeT CBOU MHTEPAIENCHI 1 OTBEYAET 3a BbINOSIHEHNE ONpeAeneHHbIX YHKLNIA.
K ocHoBHOMY Moaynto (6noK A) MOXHO MNOACOeAVMHUTbL AoNnofHuTenbHble 6nokm (B, C, D). Bce
[ONoNHUTENbHLIE 6/I0KNM COBMECTUMbI, HE3aBUCUMbI ApYr OT Apyra v nogxnyatcs no USB-LwnHe.

Bnok A. FnaBHbIii mogynb (MoAaynb npoueccopa)

OTBeyYaeT 3a NPoV3BOANTENLHOCTb YCTPOKCTBA 1 6a30BbIi
thyHKLUMOHaN poyTepa.

OCHOBHbIE BO3MOXHOCTH: JononHutenbHble ONUUN:
& mEunS‘é‘P e e T e 2 x Ethernet 10/100 Méut/cek e BTopoit mogynb 3G nnu 4G
== _;7__ e 2XSIM * Moaynb GPS
~ el e 4 X nuHum 1/O o CBepxTO4Hble Yachl (+1 c/cyT)
¢ 1xRS-232, 1 x RS-485 ¢ Mogaynb pe3epBHOro NMTaHuA
RTU968/RTU1068. * 1xcnor microSD Ha MIOHMCTOpe
Bnok A * 1 x USB Host/Device

e [MntaHue: 8-50B DC

e CeTteBble cnyx6bl: OpenVPN,
IPSec, NAT, Firewall n gp.
Modbus RTU/ASCII &
Modbus TCP

Puc. 2. Poymep RTU.
nasHbIl Modysib (6710K A).

lg peasibHbIX YCNOBUAX CKOPOCTb cocTaBnseT He 6onee 30 M6uT/cexk.
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bnok B

B/10K AONONHUTENBHBIX NOPTOB:

B . 2xRs-232

e 3xRS-485
A e 1x1-Wire

e 4 X CYETUMK UMMYNLCOB
Cc

TELEOFIS® RTUS88
©

RTU968/RTU1068.
Tpu 6noka: B, A, C

Puc. 3. Tpu 6/10Kka: B, A, C.

bnok C

. Mogaynb co BCTPOEHHbIM 6110KOM NuTaHus 85—-265B AC.
- A MpepHasHaveH 4N nuTaHua poytepa Hanpsmyro ot cetn 2208,
HanpumMep, ec/iv Ha 0ObeKTe HET PO3ETKN.

RTU968/RTU1068.
ABa 6noka: A, C

Puc. 4. [isa 6n0ka: A, C.

Bbnok D

e i Bnok ynpasneHus BHelWHUM ocBeleHnem (ACYHO).

o AT e e e D
1o 5 B =T NmeeTt YeTblipe HeE3aBUCUMbIX pene Os14 BKIHOYEeHNA

o BbIK/TOYEHUA HAlrpPy3KN.
®
Mo 100 10 13- e M AT 81 A2 8200 B3 T3 B e 4X pene ynpasneHus Harpy3|(0f/'|
AAAARIAARARTARARA <
~ - e 4x BXO4a ynpaB/iIEHNA Harpy3koun
e o ma SE e 1x1-Wire
-0
o
]
C

TELEOFIS® RTUS68
O,

RTU968/RTU1068.
YeTblpe 6noka: D, B, A, C

Puc. 5. YUemsipe 6710ka: D, B, A, C.
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q)yH KU N BOSMOXHOCTU

PoyTep 06'be,EI,VIHF|9T B CE€Tb MHOXeCTBO yCTpOI7ICTB N MMeeT 60/blIoe KOMNYECTBO annaparHbiX W
nporpamMmmMHbIX BO3MOXHOCTEIA.

OCHOBHbI€ (PyHKUUU:

CeTeBoe nogknyeHne no asym nHtepdeiicam Ethernet 10/100Base-TX.

BcTpoeHHbii 3G n/unmn 4G mogysb (Ha BbIGOP M3 HECKOMbKMX HAMMEHOBaHWM) 06ecrnevnBatoLLnii
6ecnpoBogHoe VIHTepHeT-coenHeHMe B JII060M MecTe, re ecTb NOKpbITUe ceTu onepartopa. Ans
YNYULLIEHWS KAa4YecTBa CBA3W B Npubope peasim3oBaHbl pazbEMbl Nog, aHTeHHbI 3G (4G).

[Ba cnota gna SIM-kapT, obecneuyvBarolmMe pe3epBrMpoBaHME KaHasa CBA3W. PacluvpeHHas
HacTpolika SIM yepe3 Web-nHtepdeiic.

MHTepdpeiicbl: RS-232, RS-485, USB2.0 (Host/Device).

UeTbipe yHMBEpCa/ibHblE NIMHUM BBOLA-BbIBOAA, NMpeyCMaTpUBaloLLMe HECKONIbKO PEXMOB
ncnonob3osaHuna (cm. 1.7. JinHnm BBoga-Bbioga 10).

OTKpbITaa onepaumoHHas cuctema OpenWrt Ha 6ase Linux, No3Bonstollas 3anporpaMMnpoBaTh
npubop nog Ntobble 3aaun Nosb3oBaTess NyTeM BCTpavBaHusi nosib3oBaTesnbekoro MO.

CeteBble cnyxbbl: OpenVPN, PPTP, GRE, IPSec, NAT, Firewall, IPv6, DHCP (cepBep/KnmneHT),
TinyProxy, NTP, FTP, SIM meHemxep v ap.

MpeobpaszoBaHne nNpombiLNeHHbIX NpoTokonos Modbus RTU/ASCII B Modbus TCP.

AamuHucTpupoBaHue: yepe3 Web-uHtepdeiic LuCl; n3 komaHgHOR CTpOKM No npoTtokonam SSH u
Telnet; yepes KoHcob (COM-nopT).

BcTpoeHHbIli 610K YacoB peasibHoro BpemeHun (RTC), NO3BO/SIIOLMIA COXPaHATL X0/ 4acoB Mpw
OTK/IIOYEHMMN BHELLIHEro NUTaHUA poyTepa.

AnnapaTHblli CTOPOXeBOW TaliMep 415 nepesarpysku poytepa B c/iydae nporpaMMHbIX CH60€B.
LLinpoknii guana3oH nuTaloLLmx HanpsbkeHwia: 8...50B DC.

PacluvpeHHsblii ananasoH pabounx Temneparyp: ot -40...+70°C.

JononHutesnibHble BO3MOXXHOCTU:

Onuuu, ycTaHaBnMBaeMble Mo 3anpocy nosib3oBaress:

JononHutesnbHble nopTbl: RS-232, RS-485, 1-Wire
CUETUMK NMMNYNbCOB Ha YeTbipe BXo4a

Mogynb GPS ans onpefeneHns KoopavHaT U CBEPXTOYHOW CUHXPOHU3aLUmn Bpemenu (4o 1 mc) co
CNyTHUKOBbIX cuctem GPS/TNMOHACC.

CBepXTOYHbIE Yacbl CO BCTPOEHHbIM TEPMOKOMMEHCMPOBAHHBLIM FEHEPaTOPOM AN151 MaKCMMasIbHO
TOYHOrO XpoHoMeTpaxa (1 cek/cyTkm)

Mogy/b pe3epBHOrO0 MUTaHWUS HA MOHWUCTOPE, O6GecneuMBatoLLMiA MPU OTCYTCTBUU BHELLHETO
NMTaHNa aBTOHOMHYH paboTy poyTepa B TeUeHne 2 MUHYT

BcTpoeHHbIi 6nok nuTaHus ans paboTbl poyTepa oT ceTn 220B.
Briok onsa ynpasneHnsa BHelwHUM ocselleHnem ACYHO.

YHMBepcaanble BXOA4bl ANA NoaktoHeHna MMnyibCHbIX CYETUMKOB M OATUMKOB.

MonHbIV CNUCOK AONOJ/IHUTE/LHbIV ONuUUii ANs BbiGopa onTUMasnibHOV Mogudmkaumm npuéopa
npeactasneH B MpunoxeHue 1. Tabnuua BbIGOpa Mogenu poyTtepa.
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TELEOFIS
1.2. TexHUYeCcKUue XxapakTepucTuku

B Tabnuue 1 gaHbl 6a30Bble TEXHMUECKNE XapaKTEPUCTUKL ANS KaxAoro moayns (6noka) poyrepa.
CnmMcoK BO3MOXHbIX onuuii cm. B MpunoxeHun 1.

Tabnuya 1. RTU968, RTU1068. TexHu4eckue xapakmepucmuku.

3G-poyTtep RTU968 4G-poyTtep RTU1068

B/1IOK A (rnaBHbIii Mogynb poyTepa)

NMATAHNE
HanpsxeHne nutanus (DC) 8-50 B
Makc. notpebnsemas 8 BT
MOLLHOCTb
Makc. noTpebnsemblii TOK
(npn U nuTt. = 24 B) 333 MA
NMAPAMETPbI GSM
Moayne ceasu Cinterion SIiMCom SIMCom SIiMCom SIMCom
(onumoHasnkbHo, B EHSE-E SIM5360E SIM5300E SIM7100E SIM7600E-H
3aBMCUMMOCTM OT MoZenw) S5- (apxusHbIl) (apxusHbIl)
FDD-LTE FDD-LTE
UMTS U'\gg;/z'ﬁgm 9%'(\)/?2-%'33'? B1/B3/B7/B8/B20, |B1/B3/B5/B7/B8/B20,
900/2100, : Y| UMTS/HSDPA/ UMTS/HSPA+
[vanasoHsbl GSM GSMI/GPRS/ | GSMIGPRS/ HSPA+ B1/BS B1/B5/B8
EDGE EDGE - :
RR0ASOR 900/1800 | 900/1800Mry ng“gg‘ffgiﬁﬁerE CSMIGPRSIEDGE
3'1BT1(gg$Mr”) 2BT (900Mr) | 2BT(900Mru) | 2 Br (900 M), | 2 BT (900 M),
5 (180’OMF ) 1BT (1800Mr1) | 1BT (1800MIw) | 1 BT (1800 M) | 1 BT (1800 MIw)
bIXOAHAsA MOLLHOCTbL 0.38T 4 0,25BT 0,25BT 0,25 BT (2100 MrLy) | 0,25 BT (2100 MrLy)
(2160MFu.) (2100Mrw) (2100Mru) | 0,25 BT (2600 Mru) | 0,25 BT (2600 ML)
CKopocTb nepegaun?
[10 100 MéwuTt/cex® / | po 150 MéuTt/cex®/
LTE (DL/UL) T o o [0 50 M6éwnT/cek £0 50 M6éuT/cek
7.2 Méurt/c/ 14.4 Méut/c/ 7.2 Méur/c/ o 42 Méut/c / no 42 Méwut/c /
HSPA, HSPA+ (DL/UL) 5.76 MéuT/c 5.76 Méwut/c 5.76 MéuT/c [0 5.76 MéuT/c [0 5.76 Méut/c
WCDMA (DL/UL) [0 384 Kéut/c
EDGE class 12 (DL/UL) [0 237 Kéut/c
GPRS class 12 (DL/UL) [0 85.6 Kéut/c
AMMAPATHAA NNAT®OPMA
Mpoueccop FreeScale i.MX287 454 MI'y,
OnepartuBHas namMsaTb 128 M6
0O61bEM Flash-namaTtn 256 M6

PA3BEMbI U UHTEP®EWCHI

Ethernet X2, 10/100 MéwuT/cek, RJ-45

USB Host x1, USB 2.0, Tn A

SIM X2, mini-SIM (25x15x0,76 mwm)

RS-232 x1, pasbém: DB-9M (1200-115200 6ut/cek, 8N1)

2 CKopOCTb Nepeaaum AaHHbIX 3aBUCUT OT MOKPLITUSI CETW ONepaTopa, a Takke OT MecTa Pacro/IoKEHIs yCTpoiicTaa.
’p peasibHbIX YC/I0BUSX CKOPOCTb COCTaB/seT He 6onee 30 MouT/cek.
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3G-poyTtep RTU968 4G-poyTtep RTU1068

x1, pasb€éM: BUHTOBOI kKneMMHuK. CkopocTk: 1200-115200 6ut/cek
[JanbHocTb cBa3n: Ao 1000 m Ha 9600 6uT/cek
Harpy3ouHas cnoCoO6HOCTb: 32 eA4NHNYHBIX Harpy3Ku
TepMUHabHbIV pe3ncTop: nogknoyaemslii, 120 Om

RS-485

X4, peXVMbl: U3MEPEHUSA HaNPSXKEHNS,
NOAK/MIOYEHNS PE3NCTUBHBIX AATYMKOB, YNPABIEHUS HArPy3KOiA.
Makc. nogasaemoe HanpskeHvue Ha Bxog ALIM: 50 B
Makc. n3mepsiemblil ypoBeHb HanpskeHns Ha Bxoge ALIM: 18 B
Makc. Tok (Ha oguH kaHas): He 6onee 60 MA
MorpeluHocTb n3mepenmna ALM: +5%

Pa3béMm: BUHTOBOW KTEMMHUK

YHuBepcasibHble IMHUU
BBOAda-BbiBOAA

Pa3bém ana aHTeHH 3G/4G x1, SMA(f) x2, SMA(f)
Pa3bém an1sa aHTeHHbl GPS* x1, SMA(f)

Bxopg, nutaHus x1, MicroFit 4-Pin

MAPAMETPbI ONEPALMOHHOWN CUCTEMBI

OnepauunoHHas cuctema OpenWrt Chaos Calmer 15.05

Aapo Linux 3.18.23

®YHKUWWN N CETEBBIE CNYXXBbI

ng%i%iﬁm””e Modbus RTU/ASCII « Modbus TCP

CeTteBble yHKLUN cM. MNpunoxeHne 2. CeTeBble Onuun 1 Cnyx6bl poyTepa
AOMUHUCTPUpPOBaHUE Web-untepdelic LuCl, SSH, Telnet, koHconbHbIA nopT (RS-232)
BesonacHoCTb VPN, NAT, Firewall, punsrpaumsa no IP/MAC-agpecy
OBLUUNE XAPAKTEPUCTUKU

lFabapuTHblEe pa3mepsbl 97 x 78 x 36 MM

Bec 180 r

Martepuan koprnyca ANIOMUHWIA

Knacc 3awutbl kopnyca IP30

Hapa6oTtka Ha oTKa3 110 000 uacos

CpepaHuii cpok cnyxobl 10 net

FapaHTnAa 4 ropa

YC/1I0OBUA SKCIIUTYATALUN

Temneparypa okp. cpeabl -40...+70°C

OTHOCUT. BNaXXHOCTb
OKp. BO3ayxa

B/1OK B (610K f0oNoNHUTENbLHbIX UHTEephelicoB)

X2, ckopocTb: 1200-115200 6uT/cek:

RS-232 e RS-232(1): curHasibl: Rx, T, RTS, CTS; pasbém: pa3pbiBHOWN KNEMMHYK
e RS-232(2): Rx, T, DTR, DSR, RTS, CTS, pasbém: DB9-M

00 90% npu Temnepartype 20°C

x4, raflbBaHNYECKN N30/IMPOBaHHbIE,
ckopocTb: 1200-115200 6ut/cek; curHanbl: Data+ (A), Data- (B)
RS-485 [JanbHocTb cBA3n: o 1000 m Ha 9600 6uTt/cek
Harpy3o4Hast cnoCO6HOCTh: 32 € ANHNYHBIX Harpy3Kku
TepMUHaNbHbIV pe3ncTop: nogxnoyaemslii, 120 Om

4 TonbKo NS POyTEPOB C nogaepxkoin GPS.
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3G-poytep RTU968 4G-poyTtep RTU1068

CUYETUNK MMNYNbCOB

X4, TVN AaTyvKa: CyX0oi KOHTaKT, OTKPbITbIA KONIEKTOP
Makc. yacToTta cnefoBaHua umnynscos: 100y,
ANnTenbLHOCTL UMMY/LCOB: MUH. S0MCc, HOM. 500Mmc
COoCTOsIHNA BXOAO0B: 3aMKHYTO€e/pa3oMkHyToe/K3/06pbiB
[nana3oH nsmepeHusa conpotuseHus: 0-100kOm
Pe3epBHoOe nutaHue: nutnesas b6atapes CR2032 3V

1-Wire

HanpsxxeHue nutaHusa

MakcrumasibHO
nortpe6nsemas MOLHOCTb

B/1IOK C (BCTPOEHHbIV G/10K NUTaHUSA)

x1, pasbém: RJ11 (6P6C)

85-265B AC

24BT

Pa3bém

Pene ynpasnexus
Harpys3kov

Bxopn, KOHTPONA Harpysku

1-Wire

B/IOK D (ACYHO)

KnemMmHbI 610K (2-Pin)

x4, 1A/250VAC/24VDC

x4, AC/DC 5-400B

x1, pasbém: RJ11 (6P6C)

Ten.: +7 (495) 950-58-95
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1.3. BHewHu\ii BUpA,

KOHCTPYKTVMBHO poyTep BbLINOMHEH B METa/l/IMYECKOM Kopryce € knaccom 3awutbl IP30. CxeMbl U
onucaHns KHOMOK M pa3bEMOB Kaxaoro 13 6s10koB poyTepa (A, B, C, D) npeacTasfieHbl HUXe.

B/1OK A (rnaBHbIV MO4YNb poyTepa, 610K npoueccopa)

° 9

ANT|GNSS
® ® ® ANT O 5 o o g~ ®
ETH1 ETH2 ANT use  I°) L)
POWER | 2 |2
microSD fo) MAIN XP2 .
E% — SIM 1 o ( T A B GIOT 102103104 G V \ ;‘.
— 8" T O © e
6 7 B 9
TV CTEM e, oL o o 8PR -
SIM 2 ® NET O o o o olo o oo
® ®ACT @ ® | ®

Puc. 6. RTU968/RTU1068. biok A, BHewHul suo.
Tabnuya 2. RTU968/RTU1068. B/1ok A. Pa3béMbl U KOHMAaKmMbI.

O603HaueHue onucaHue

BHeLwwHWiA BUA, C NNLEBOI CTOPOHBI

4-KOHTaKTHbIN pa3beém MicroFit ans nogknoveHns nutaHns 8-50B DC

BHeLWHuUiA BUg, C 06paTHOV CTOPOHbI
9 | usB Pa3bém USB 2.0, Tun A

|

1 POWER (B MHOromMoZAYy/IbHbIX BEPCUSAX POYTEPOB Pasbém He NpesyCMOTPEH:
nutaHue 8—-50B ocylecTBnseTcs Yepes KoHTakTbl G 1 V knemmHuka XP2.)

‘ 2-1 ‘ SIM1 Cnot SIM-kapTh! 1

‘ 2-2 ‘ KHonka g1a nssneyenua SIM-kaptel 1

‘ 3-1 ‘ SIM2 Cnot SIM-kapTbl 2

‘ 3-2 ‘ KHonka gnsa n3sneyvenuns SIM-kaptbl 2

‘ 4 ‘ microSD Cnot microSD ans KapTbl NamMsATy

| 5 | ETH1 Mopt Ethernet1 (LAN/WAN 10/100 M6uT/c), pasbém RJ-45

| 6 | ETH2 Mopr Ethernet2 (LAN/WAN 10/100 M6uT/c), pazbém RJI-45

‘ 7 ‘ CeeToaunoaHble nHamkartopsl (ceepxy BHu3: PWR, NET, ACT)

‘ 8 ‘ ANT MAIN Pazbém SMA(f) ansa nogxntoveHns 3G aHTeHHb! UM OCHOBHOW aHTeHHbI 4G

|

|

T BbIBOZ BCTPOEHHOIO TEPMUHA/IBHOTO pesuctopa ®
10 A CurHan "A+" nuHun RS-485
K’;Z“;'rg;'” XP1 B Curhan "B-" nuHun RS-485
G CuvrHasibHas 3emns (MoAKMHYAETCs Npu HE06X0AMMOCTH)
101 YHuBepcanbHas iMHuA BBOAa-BbiBoga 1
102 YHuBepcanoHasa imHuAa BBOAa-BbiBOAA 2
1 103 YHuBepcanbHasa iMHuA BBOAAa-BbiBOAA 3
KnemmHbi | XP2 104 YHuBepcanbHasa nMHNSA BBoAa-BbiBoAa 4
pasbem G 3emns
\% MoNoX1TeNbHbIN BXOA BHELLHEro nuTaHns 8—-50B
‘ 12 ‘ RS-232 9-KOHTaKTHbI pasbém DB-9M nHTepdelica RS-232
‘ 13 ‘ RESET KHonka gns nepesarpysku/cépoca HacTpoek poyTepa

5 [ina nogxnoueHns TepMuHaTopa BbIBog, “T” HEOBXOAMMO 3aMKHYTh C BbIBOAOM B (curHan “B-" RS-485).
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O603HauYeHue OonucaHue

‘ 14 ‘ ANT DIV® Pasbém SMA(f) ons nogkoyeHns ONO/THUTENbHON aHTeHHbI 4G

‘ 15 ‘ ANT GNSS’ Pasbém SMA(f) gnsa nogkntoyeHns aHTeHHbl GPS

B/T1OK B (610K fononHuUTenbHbIX MHTEPIEiicoB)

P

® O o o0 o0 0 o000 ® ® ®@

[ = = N == N == N = I = R == I == [ = R = |
XP1 XP2 XP3

1-WIRE(2) R5232(1) RS-232(2)
11+ 1- 12+ 12- 13+ 13- 4+ 4- A1 B1 A2 B2 A3 B3 T3 G TX RX RTSCTS

[ T

‘ o o o

0 0 o oo a o ST

0O 0o o oo o o o g

® ® ® =

> o @ © © o

Puc. 7. RTU968/RTU1068. Brok B, sBHewHull BUO.

Tabnuya 3. 610k B. Pa3béMbl U KOHMAaKMbI.

O603Ha4YeHue OnucaHue

BHewwHWiA BUA, C NNLLEBOI CTOPOHbBI
‘ 11+ YHuBepcasibHbIi (MMNYNbCHBbIA) BXOA, 1, KOHTAKT «+»
1 K1leMMHBbI ‘ 11- YHuBepCasibHbIN (MMNYNbCHBIN) BXOA, 1, KOHTaKT «—»
pa3bém ‘ 12+ YHVBepCasibHbIA (MMMNY/bCHBIA) BXOA, 2, KOHTAKT «+»
XP1 ‘ 12- YHuBepcasibHbIA (MMNYNbCHbIN) BXOA, 2, KOHTAKT «—»
‘ 13+ YHrBepCasibHbIA (MMMNY/bCHBIA) BXOA, 3, KOHTAKT «+»
‘ 13- YHVBepCaibHbI (MMMNY/bCHBIA) BXOA, 3, KOHTAKT «—»
) K/leMMHBbIi ‘ 14+ YHuBepCcasibHbIA (MMMYNbCHbIN) BXOA, 4, KOHTAKT «+»
pasbLém ‘ 14- YHuBepCasibHbIA (MMMYNbCHbIN) BXOA, 4, KOHTAKT «—»
XP2 ‘ Al CurHan «A+» nuHum RS-485 (noprt 1)
‘ Bl CurHan «B-» nuHun RS-485 (nopt 1)
‘ A2 CurHan «A+» nuHum RS-485 (nopt 2)
3 KieMMHBbI ‘ B2 CurHan «B-» nuHun RS-485 (nopt 2)
pa3bém ‘ A3 CurHan «A+» nuHum RS-485 (nopt 3)
XP3 ‘ B3 CurHan «B-» nuHun RS-485 (nopt 3)
‘ T3 BbIBOA BCTPOEHHOIO TEPMUHA/NBHOIO pesncTopa (nopra 3)
4 ‘ ST TpEXLBETHbIN CBETOAMOA, 4151 OTOOPAXEHUS peXUMOB paboTbl YCI/,
BHelwwHUi1 BUg, c 06paTHON CTOPOHbI
5 ‘ 1-WIRE(2) Bxop, nHTepdelica 1-Wire, pa3bém 6P6C (RJ-12)
‘ G 3emnA
KeMMHbIi ‘ X BbIxoa AaHHbIX
6 pasbém ‘ RX Bxopn paHHbIX
RS-232(1) ‘ RTS Bbixog RTS
. CTs Bxog CTS
7 RS-232(2) 9-KOHTaKTHbIA pasbéM DB-9M nHTepdpeiica RS-232

5 TonbKo B poyTepax 4G.
7 TonbKo B poyTepax ¢ noagepxkoi GPS.
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B/T1OK C (BCTpOEHHbIV 6NOK NUTaHUs)

@ ®
2V o oo oooaooaoo Tabnuya 4. 6nok C. PazbEMbl U KOHMaKMBI.

-l O60o3Ha4YeHue OonucaHune

2-KOHTaKTHbIN KIEMMHbIA pasbém s

1 ~220V
® R e R I ® nogkntoyeHna nutaHna 85-2658 AC
Puc. 8. RTU968/RTU1068. Bnok C. BHewHul BuUO.
B/OK D (ACYHO)
@ ouUT1 ouT2 ouT3 ouT4 @ @ @
NO C NC NO C NC NO C NC NO C NC 1-WIRE(1) IN4 IN3 IN2 IN1
@ ‘ DDDDDDDDDU‘ @ @ Olo o oo o o oo ojla ‘@

®» ©® o o ® ©® ® ® ©

Puc. 9. RTU968/RTU1068. Bniok D. BHewHuti 8uo.

Tabnuya 5. bs1ok D. Pa3béMbl U KOHMaKmbI.

O60o3Ha4YeHue OnucaHue

BHewWHWiA BUA, C IMLEBOI CTOPOHbBI
1 KieMMHBbIi ‘ NO HopMasibHO pa3oMKHYTbI KOHTaKT pene 1
pasbém ‘ C O6LWmii KoHTaKT pene 1
out1 ‘ NC HopManibHO 3aMKHYTbI KOHTaKT pene 1
. KneMMHbIV ‘ NO HopManbHO pa3oMKHYTbI KOHTaKT pene 2
pasbém ‘ (o O6LwMii KOHTaKT pene 2
ouT2 ‘ NC HopmasibHO 3aMKHYTbIV KOHTakKT pesne 2
KneMMHbIi ‘ NO HopmasibHO pasoMKHYTbIA KOHTaKT pene 3
3 pa3bém \ C O6LWNin KOHTaKT pene 3
ouT3 ‘ NC HopmasibHO 3aMKHYTbIV KOHTaKT pene 3
KneMMHbIV ‘ NO HopmasibHO pasoMKHYTbIA KOHTAKT pene 4
4 pa3bém ‘ C O6wWuin KOHTaKT pene 4
ouT4 ‘ NC HopmasibHO 3aMKHYTbIV KOHTaKT pene 4
-Wire xof, HTepdpeiica 1-Wire, pasbém -
5 1-Wire(1 B ica 1-Wi ém 6P6C (RJ-12
6 ‘ IN4 Bxof KOHTpONA Harpysku 4
7 ‘ IN3 Bxopn, KOHTpoNs Harpysku 3
8 ‘ IN2 Bxopn, KOHTpONS Harpy3sku 2
9 ‘ IN1 Bxopn, KoHTpons Harpy3skm 1
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1.4. Pa3bém nutaHusa MicroFit
MogxNYeHne NUTaHMA K poyTepy OCYLLECTBASETCA Yepe3 4-KOHTaKTHbIN pasbeém MicroFit. BHewHwuiA Bug,
pasbEéma 1 KOHTaKThbl faHbl B Tabnuue 6:

Tabnuya 6. HasHayeHue KOHMakmos pasbéma MicroFit.

KoHTakT CurHan OnucaHue

1 NC He ucnonb3yetcsa

DE[ 2 NC He ucnonb3yetcsa
/E"B\ 3 - 3emna

MoNOXMTENbHbIA BXOA BHELUHEro NUTaHNS.
2 1 4 + 3alwmuieH oT nepeHanpsxeHns u
nepenositoCoBKM

1.5. Pasbém DB9-M nHrepdenica RS-232 (KOHCONbHbI NOPT)

[nsa nogkntoueHns no nHTepdeiicy RS-232 B poyTepe MCnonb3yeTcst 9-KOHTaKTHbI pasbém DB-9M
(COM-nopT). Ha3zHaueHne BbIBOAOB pa3beEMa nNpeacTtaBneHo B Tabnuue 7.

Tabnuya 7. HasHayeHue B8b180008 pa3véma DB-9M uHmepgpelica RS-232.

KoHTakT CurHan 110 MapameTpbl
1 - o Bbixog -5B
Nlor.0 > +2.4B
2 RxD ! flor.1 < 0.8B
RS-232 (DB-9M Jlor.0 > +5B
( ) 3 D © Jlor.1 <-5B
1 2 3 4 5
——— 4 DTR - 3aMKHYT ¢ KOHTakToM 6 (DSR)
e 0o 0 0 0
@ e oo o @ 5 GND 3emnsa
6 7 8 9 6 DSR - 3aMKHyT ¢ KoHTakToM 4 (DTR)
Nor.0 > +5B
! RTS © Jlor.1 <-5B
Nor.0 > +2.4B
8 TS ! Jlor.1 < 0.8B
9 - O Bbixog +5B

Ha nopT RS-232 N0 yMOM4aHUI0 YCTaHOB/EH KOHCO/bHbIN BbIBOA, OnepaunoHHoi cucteMbl OpenWRT u
3arpysunka U-Boot — TpéxnposogHoin UART (ckopocTb — 115200 6ut/cek, 8N1). MopT npegHasHa4eH
0N HAaCTPOIKM poyTepa 1 419 BOCCTaHOB/IEHUS A0CTYyNa K YCTPOMCTBY B CNeayoLmX CUTyaLmsax:

*  [puv NnoTepe naposns;

*  Npu HEOBXOAMMOCTU BoccTaHoBNeHUA MO;

* B C/lyyae, ecniv HEBO3MOXHO NoNy4YMTb AOCTYN K poyTepy no IP-agpecy.

OnucaHne NoOAK/IYEHUA poyTepa vepe3 KOHCO/b NpencTaBfieHo B pasgene 2.4. MNoaknwyeHre vepes
KOHCO/bHbI NopT RS-232. Maponb gna goctyna K KOHCO/N He TpebyeTcA.

Mpu ncnonb3oBaHMM nopta RS-232 AN KOMMyHMKauum ¢ Apyrum obopygoBaHvem (Hanpumep, A/s
NOAK/YEHU U onpoca npubOpPOB Y4é€Ta), KOHCOMbHbLIA BbIBOA Ha MOPT HaAo OTKAKUUTH.
PekomeHayeMmblli cnocob OTKNUEHUsT KOHcoM B OpenWRT cMm. B pasgene 2.4. NoakiveHne yepes
KOHCO/bHbIV NopT RS-232.
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1.6. NHTepcpenic USB

NHTepdheitic USB2.0 nmeeT cTaHAapTHbIN pasbém USB-A 1 MoXeT paboTaTh B ABYX peXumax:

1. Pexum HOST (3adaH ro ymosivaHuro) ansa nonyyverHus iHtepHeta ¢ apyrmx USB-yCcTpoiACTB,
Hanpuwmep, ¢ 4G-MO4EMOB.

2. Pexum DEVICE (gadget) ans pasgayun ViHTepHeta no USB Ha gpyrue ycTpoiicTea.

Pexum paboTbl HTepdelica MOXHO N3MEHUTL Yepe3 KOHCO/Tb, OTPeAAKTPOBaB dhaiin:

/etc/init.d/initscripts

UT06bI NnepeBecTu nHTepdieiic B pexxum DEVICE n3meHnTe CTPOKY:
/etc/initscripts/usbhost &
Ha

/etc/initscripts/usbdevice &
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1.7. llvium BBOAa-BbiBOAA 1O

NaBHbIA Moayb poyTepa (6nok A) MEET YeTbIpe YHMBEpCa/IbHbIX NopTa BBoAa-BbiBoda 101-104.

e Makc. HanpskeHue, nogasaemoe Ha Bxog AL — 50 B
e Makc. nsmepsiemblii ypoBeHb HanpshkeHusi Ha Bxoge ALM — 18 B
e [lorpelwHocTb n3mepeHma AU — £5%

BblBOAbl SBNAIOTCH HE3aBUCUMbIMKW, MOFyT ObIiTb MPOrpaMMHO CKOHoMrypupoBaHbl B Linux (cm.
MpunoxeHne 3. Kapta noptoB RTU968/RTUL068 ) n npeaycMmarpmeatoT TPy pexmmMa 1cnosib30BaHuns:

1. Pexxnm usmepeHus HanpsbkeHua (3adaH
10 yMO/14aHuro), (PyHKUMOHaIbHAA cxema
JaHaHa Puc. 10. B 3tOoM pexume Bbl
MOXeTe M3MEepsiTb YPOBEHb HanpsKeHWs
MOAK/IOUYEHHBIX KO BXOA4aM YCTPOWCTB IO
(6baTtapeii, aKkkyMynsiTopoB M Apyrux

NCTOYHWKOB NUTaHUS). C+>

Puc. 10. VismepeHue HarnpsiXxeHusl.

3TOT pexuMm Takke MO3BONAET U3MEPATH
HanpsXXeHMe C [JaTuMkoB C  TOKOBbIM V
BbIXOOM (4—20MA). Cxema NOoAKMUEHNS XP2

[artymMkoB gaHa Ha Puc. 11. +
@
mA

4-20mA
Sensor

[R 9 XP1

G

Puc. 11. lNodknw4YeHuUe 0am4uKkos
C MOKOBbIM BbIXOOOM.

2. NMopgknoyeHue PE3NCTUBHbLIX OATYNKOB.

JTOT peXxnm No3BosAET U3MEPATb YPOBEHL o +«— PULLUP#
Hanps>keHna NoAKMHYEeHHbIX K nopTam /O

patumkoB. Cxema MoAKNKYEHUA [aHa

Ha Puc. 12. PeancTuBHbIA IO b

o aaT4yuK
* PULLUP# — nogTArnsatoLLnic pesucTop

K NMUTaHUIO.

Puc. 12. Noodko4eHuUe pe3ucmusHbIX 0amyuKos.
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3. YnpaBneHne Harpyskoi. B pgaHHOM
pexvme yepes BbIBOAblI MOXHO MojaBartb
Harpysky Ha BHellHue ycTtpoiictBa (Pwc.

13). MakcumanbHbIli TOK Ha  KaXaoMm Rh
BbIxoge — 60 MA. Harpyaka IO
<+— PULLDOWN
BbiBOAbI  MOXHO  00beAMHATL  AnA
YBE/IMYEHUSA HArpy304HON CMOCOGHOCTM Imax = 60MA

BbIX0AA.

* PULLDOWN — nogTsrmBaroLLmii
pe3ncTop K 3emne.

Puc. 13. YnpasneHue Haepy3Kol.

HacTpouTb pexum paboTbl IMHUIA BBOAA-BbIBOAA Y NPOYMTATb 3HAYEHWNS] HA KaXXA0M MOPTY MOXHO
Kak uepe3 Web-nHTepdpeiic, Tak n yepes komaHAHyt CTpoKy (cM. FnaBa 5. HacTpolika nuHuii BBoaa-
BbIBOAA).

1.8. PeXxumbl paboTbl UHANKATOPOB

B rnaBHOM MoAy/e poyTepa npefycMOTPeHbl TpU cBeToanoaHblxX nHankatopa: PWR, NET, ACT (Puc. 14).
Mo yMON4aHui0 NHAMKATOPbI HACTPOEHBI HA CneyoLLme 3HaYeHns:

*  PWR — wnHauKaTop nuTaHus.
*  NET — nHaukatop 3G (4G) coegnHeHus.
* ACT — wnHAvkaTop npuéma-nepegadm gaHHbix no 3G (4G).

ETH2

® PWR
= =2 2 @NET

®AcT ®

Pexnmbl pa6OTbI MHONKaTOPOB N0 YMOJTHaHUIKO

Puc. 14. lHOukamopsil.
npeacTaBneHsl B Tabnuvue 8.

Tabnuya 8. Pexxumbl UHOUKayuU.

NHaukaTop DyHKUMA CocTtosiHue OnucaHue
‘ FopuT HenpepbIBHO MuTaHve nogxnveHo
PWR MutaHne
He roput lMuTaHne oTKI4YEHO
CoeuHeHMe l'opnT HenpepbIBHO YctaHoeneHo 3G (4G) coeauHeHune
NET
(3G/4G) He roput Het pernctpauun B 3G (4G) ceTu
Mpuém-nepegava npé ém-nepegaya
ACT puém-nepegay Muraer OET npuém-nepesay
AaHHbIX No 3G(4G) JaHHbIX o cetn 3G (4G)
NMPUMEYAHNA!

* HAaukaTopbl MOryT 6bITb HACTPOeHbI Yepe3 Web-uHtepdheiic: Cuctema -> HacTtpoiika LED.
* He pekomeHayeTca 6e3 Heob6Xxo4AMMOCTU NepeHacTpavBaTth 3HadeHusa nHankatopos PWR n NET.
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1.9. Npeo6pasoBaHne Modbus RTU/ASCII B Modbus TCP

Poytepbl RTU nogaepxvBatoT yHKUMIO npeobpa3oBaHus MPOMbIWEHHbIX MpoTokosioB Modbus
RTU/ASCII B npotokon Modbus TCP n obpatHo, TO eCTb BbICTynatwT B poau wWo3a, obecneynsas
Npo3payHblli KaHan nepefayn AaHHbIX Mexay ycTpoicTBamu. JaHHasa hyHKUMSA yCrnewHo o6benHsAeT B
ceTb 060pyA0BaHue ¢ pas/IMYHbIMY NPOTOKOaMKU 1 MHTepdeicamu.

Mpotokon Modbus TCP npegHasHauveH ansa pabotel B ceTu Ethernet. Mpotokon Modbus RTU ucnonsayet
nocneposartefibHble MHTepgeicel (RS-232, RS-485 n RS-422) n nvmeet gga pexunma nepegaun: RTU un
ASCII. Korga poytep nosnyvaet 3anpoc Modbus TCP, oH npeo6pasyet naket B Modbus RTU 1 nocbinaet
€ro nocneaoBaresfibHbIM yCTpoiicTBaM. Korga poyTep nonydaeT oTBeT OT ycTpoiictBa Modbus RTU, oH
npeob6pasyeT ero B naket Modbus TCP n otnpasnsieT naket no Ethernet. MNpu B3aMmogeincTenum ogHO
ycTpoiictBo Modbus Bcerga siBnsietcsa Begylmm (Master), a BTopoe — BegoMbiM (Slave). Modbus Master
BCerga oTnpaesnsieT 3anpoc, MHULMNPYs 06MeH AaHHbIMU, a ycTpoiicTBo Modbus Slave oTnpaBnsieT OTBET.

PoyTepbl MOryT pa6oTaTb Kak B pexume CepBepa, Tak U B pexunme KnineHta. BO3MOXHbIE CXEMbl
NOAK/IOUYEHUS JaHbl HA PUCYHKAX HUXKE:

1. Mpumep 1. B 3TOM cnydae poytep C NOAKMNHOYEHHLIM K HEMY nocnefoBaTeflbHbIM YCTPOCTBOM
pabotaeT B pexume Cepsep, a yganéHubiini MK nogknoyaetca K Hemy kKak KnueHt (Puc. 15).
Komnbtotep (Modbus Master) otnpasnsieT Ha poyTtep 3anpoc Modbus TCP. Poytep npeobpasyet
naket B Modbus RTU u nepepgaet 3anpoc npubopy ydyeta (Modbus Slave). MonyyeHHbIin oTBET
poyTep npeobpasyet B nakeT Modbus TCP n otnpasnsieT Ha MK no Ethernet.

Modbus TCP Master Modbus RTU/ASCII Slave
Modbus TCP Modbus RTU
< >
Ethernet RS-485
MK RTU968
Pexum "KnueHt" Pexum "Cepsep”

Puc. 15. Poymep RTU 8 pexume Cepsep.

2. Mpumep 2. B 3T0ii cxeMe poyTep, NOAK/OYEHHbI K koHTponnepy (MJ/1K), paboTaeT Kak KnmeHT u
nogkntovaetca Kk npubopy yyera (Cepsepy). MK (Modbus Master) oTnpasnsieT Ha poyTep 3anpoc
Modbus RTU. PoyTtep npeobpasyeT 3anpoc B nakeT Modbus TCP un no cetn Ethernet nepegaét ero
npnbopy yuyéta (Modbus Slave). MonyyeHHbIii no TCP oTBeT poyTep npeobpasyet B Modbus RTU u
oTnpasnset Ha MK (Puc. 16).

Modbus RTU/ASCII Master

Modbus TCP Slave
@ @@ @ @ @ @ @ @ @ @ @
Modbus RTU Modbus TCP
RS-485 Ethernet
eeo0eoeo0eo0eo0e ..
RTU968 Mpubop yuéTa
MK Pexxum "KnuneHT" Pexxum "Cepsep”

Puc. 16. Poymep RTU 8 pexxume KaueHm.
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FnaBa 2. Havyasno pa6oTbl

2.1. MNMopsapok noaknoyeHus

1. YcraHosuTe SIM-kapTy (-bl) B poyTep, npeasaputenibHo oTkaoume BBog PIN-koga (chyHKkumMsa no

YMOJTYaHUIO OTK/TOUEHA 1 MOXET ObITb BK/IHOUeHa Yepe3 Web-uHtepdeiic, cm. 6.1. MeHempkep SIM-
KapT). YTobbl M3Bneub Notok AN SIM-kapTbl, HKMUTE TOHKUM OCTPbIM NPEAMETOM Ha XENTyHo
KHONKY A9 ussnedeHns SIM. YctaHoBuTe SIM-kapTbl B /TOTKWM KOHTAKTHOM MAOLLAAKON HapyXy.
BcTaBbTe N0TKM B pasbEémbl A0 Lenyka: 10ToK ¢ SIM-kapToii 1 — B pasbém SIM1 KOHTaKTHOA
NAoLLaaKoN BHU3, a NOTOK ¢ SIM-kapToli 2 — B pasbém SIM2 KOHTaKTHOI NaoLwaaKoin BBepX.

MoakntounTe aHTEHHbI:

RTU968: nogkntounte 3G aHTeHHy K pasbémy ANT MAIN;

RTU1068: nogknounte 4G aHTeHHbI K pa3bémam ANT MAIN 1 ANT DIV.
[nsi nonyyeHns MakCMMaslbHOM CKOPOCTU 1 CTaBUNbHOCTW COeauHeHNst y6eamuTech, YTO aHTEHHA
COOTBETCTBYET TpebyeMOoMy YacTOTHOMY AnanasoHy.
MoaknunTe ceTeBoit kabesnb k pasbémy ETHL nnn ETH2.
MoakntounTe 610K NuTaHna K pasbemy POWER n K po3etke. Ha nepegHeli naHenu poytepa
OAHOBPEMEHHO 3aropATcsa Tpy nHamkatopa: PWR, NET, ACT. [Nocne Toro, Kak HWKHWI MHOUKaToP
(ACT) noracHeT Uam Ha4HET Muratb, POyTep roTOB K paboTe.

2.2. NpepycTaHOBNEHHbIE HACTPOWKMN

PoyTtepbl RTU noctaBnsitoTca ¢ npeaycTaHOBAEHHbIMU 6a30BbIMU HacTpolikamu (Tabnuuya 9). HacTpoliku
MOTYT ObITb N3MEHEHbI NPou3BoanTENeM 6e3 NpeaBapuUTeIbHOrO YBeAOM/IEHUS NO/b30BaTeNs.

Tabnuya 9. Hacmpotiku poymepos RTU no ymon4aHuro.

NHTepdeiic MapameTp ‘ CocTosiHue
| | RTU968 RTU1068
Mopynb EHS5-E SIM5300E SIM5360E SIM7100E | SIM7600E-H
COTOBOI CBA3U (apxusHbiti) (apxusHbili)
CeTeBast LAN (ethO/ethl), o6beguHeHbl B MocT (bridge)
condpurypaun | 192.168.88.1/255.255.255.0
no yMOJ/THaHUK | 3G/4G WAN
IP-agpec 192.168.88.1
Macka 255.255.255.0
LAN NorvH root
(ETH1/ETH2)
Mapornb root
DHCP-cepsep BknwouéH (nyn agpecos: 192.168.88.100 - 192.168.88.255)
ViMs nogknoyeHns ‘ INTERNET INTERNET wwan0 wwanO
MpoTokon ‘ UMTS/GPRS | UMTS/GPRS QMI Cellular QM Cellular
Mogem /dev/ttyACMO | /dev/ttyACMO | /dev/cdc-wdmO /dev/cdc-wdmO
WAN
Tun cnyxobl UMTS/GPRS | UMTS/GPRS All All
APN internet
Homep fo3soHa *QO*** 1 # *QO*** 1 # He NpUMeHsIeTCA He npumeHsaeTca
RS-232 KoHconbHbI (4158 AoCTyna K onepauvoHHoli cucteme u 3arpy3dunky U-boot; ans o6HoBneHus
npowwnekn). MapameTpbl: 8N1,115200 6ut/cek. Maponb gna AoCTyna K KOHCOMN He TpebyeTcs.
UsB2.0 Mo ymonuaHmio HacTpoeH pexum HOST ans nogkntoveHus USB-ycTpoiicTs.
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TELEOFIS

2.3. NMNopgknioueHne no Ethernet (gna OS Windows)

1. TogkniounTte ceTeBOl kabesnb (Maty-kopa) K pasbémy ETH1 wnn ETH2. WHTepdeiicbl ETHL u
ETH2 o6beamHeHbl B MocT (bridge), noaTomy Kabesib MOXHO NOAKNKYaTh K NI060MY 13 pa3bEMOB.
[Lpyroli KoHew, kabensa nogxoumTe K KOMNbITEPY UK KoHueHTpaTopy LAN.

2. B wmeHiwo MNaHenb ynpaBnenua (Myck->TMaHenb ynpaBneHUA) OTKPoOWTe pasgen
LleHTp ynpaBneHusi ceTAMM U OOWUM AOCTYNoM. B NosiBUBLUEMCA OKHE HaXXMUTE Ha MEHH
MN3meHeHUe NapameTpoB aganTepa.

f S
@@vltf <« Bce.. » LeHTp ynpasneHna ceTamn i obu... - | +y | | Mouck & narenu ynpaencHua jel l
@ -

MaHens ynpaeneHna -

e MpocMoTp OCHOBHLIX CBEAEHWIA O CETH M HACTPOMKa

aganTepa

MEMEHNTE 4ONOAHNTENBHBIE
napameTpel ofiliero aocTyna

NoAKNHOYEHWUH
¥npaeneHue BecnpoBogHEIMK . MpecmeTp NoaHoi KapTsl
CETAMK k |-lh
MsmeHerne napameTpos = m CeTh WHTepHeT

(30T KoMNBHOTER)

MpocMoTp aKTHBHBIX ceTel

MNeakniYeHnE WK OTEIF2YEHNE

m

Twun goctyna: WHTepHeT
[ MogrnroueHna: ,'; MogknwoueH!
-k no
iy PaBouan ceTe - |3
NOKaNsHO

CETH

Cm. TaKHKE 3meHEHWE CETEBRIX NapamMeTpoE

Bpanamay=p Windows 'ﬁ;. HacTpolika HOBOro NOZKAMOHEHNA WK CETH
=

Jomalinan rpynna Hactpoiika BecnpoBogHore, LUMPOKSNEADCHOMD, MOAEMHOTO, NPAMOrS
wnn VPN-NogknieYedna WK He HACTPORKa MapLULpyTHIaTOPa WAK TOUKK

Ceoiictea Gpaysepa AocTyna.

Puc. 17. MNodkmoveHue poymepa RTU k K. VismeHeHue napamempos adanmepa.

3. TpaBoii KHOMKOW MbIWKN HaXXMUTE Ha MeHH MopgkioueHue Mo NIOKaNbHOW ceTn 1 Bblibepute
nyHKT CBOMCTBA.

=RNE X

@Uv| £/ e Ceth  WH.. » CeTesble NOAKMOUEHNA » - | ¢,| | Mouck: Cemesnie NodkmoueHLs el |
¥ i == -
nopagoHuTe ™ OTKNHYEHNE CETEBOMD YCTpOWCTEA ,ﬂMEI’HDCTMKE NoAKNHYEHNA ke w= ¥ m lﬁl

et

K
4

VirtualBox Host-Only Metwork
MNogrntoueHo

= VirtualBox Host-Only Ethernet Ad...

EECI'IFIDED,\'J,HDE CETEEDE

.‘ BecnpoBogHOE CETEBDE
-
- -u...""'. COEANHEHKWE

X dﬂ] Het noginroueHna

MNogkntoueHre No NOKANEHOW CETH

COEAMHEHKE 2

Cetb

HeT nogkaroueHna

OTKNYNTE
Cocroanmne

I\ﬂ;l

JwarHocTnea
Hactpoiika mocTa

Cozaate Apnbik
¥aanute

MNepenmeroBate

Caoj'\gnaa

Puc. 18. MooknoyeHue RTU968 k MK. Ceolicmsa nodk/o4eHUs1 1o /1oKasbHol cemu.
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4. B OTKPbIBLIEMCSA ANaniorosoM okHe [ U Moakntouerne No NOKaNLHOM CeTH - CEORCTER ﬁ“
BblbepuTe NyHKT Mpotokon UHTepHeTa
Cem | [octyn
Bepcuu 4 (TCPI/IPv4) 1 HaXXMUTE KHOMKY
C ~ nDJZU(]'IIOl-IEHME Yepes:
BOMCTBA. uF Atheros AR8151 PCI-E Gigabit Ethemet Controller
CImgyeHHBIE KOMMNOHEHTEI WCNONE3IYTCA 3TMM NOAKNIOYEHNEM
Bl Kaspersioy Anti-Virus NDIS 6 Fiter -

Bﬂnaﬁmpoﬁu.mr( naweTos Qo5

gCn;{xﬁa ADCTYNA K dafinam 1 npuHTepam cetel Micr
<& [MpoTokon MHTepHeTa sepcin & (TCP/IPvE) L
g o0 Toron UkirepricTa oepai 4 (TCP/IPvA) | )
& NpaReep B/B TONONOra KAHaNEHOMD YDOBHA

& OTBETWMK 0GHEPYKEHUA TONONOrMA KEHANEHOrD YPOE ™
] T 3

YCTaHOBMTE ... YoamTe HCTBa

COrmcanme

Mpotokon TCP/IP - cTaHaapTHeIi npoToken rnodansHemx
ceTel, DﬁBCI’IBHHBaDLIJ,Hn CBRA3E MEXOY PasNUYHEIMK
BSaMMDﬂBﬁCTB',’TOLLlMMM CETAMW.

[ 0K H Omena ]

Puc. 19. NMpomokosn HmepHema TCP/IPv4.
5. Hactpoliite napametpbl TCP/IP. CyuiecTByeT aga cnocoba HacTpOIiKu:

* ABTOMaTM4ecku. B poytepe no ymonuyaHuio Bka4éH DHCP-cepBep, KOTOpbIA aBTOMAaTUYECKU
HasHauaeT IP-agpeca kivMeHTam, No3TOMy B CBOWCTBax npoTtokona TCP/IP Bbl MOXeTe NMpocTo
BbI6patb Monyuntb IP-agpec aBToMaTUUECKM.

* BpyuHyto. Mpn HeobxoanmMocTn HacTpolikm napameTpos TCP/IP Bpy4Hyto, B CBOMCTBax NpoTokona
BbloepuTe cnonb3oBatb cnegylowmii IP-agpec 1 3agante cnegylowmne napameTpbl;

v IP-agpec: 192.168.88.* (* - uicno ot 2 go 254). (" Caoiicrsa: MpoTokon Msteprera sepcun 4 (TCR/IPva) P S
IP-agpec poytepa no ymonyanuio: 192.168.88.1. [ Oue |
Ip_a'u'pec komMnbloTepa Ans JI0ka/ibHOro MapameTpil IP MOFYT HA3HAYATHCA SBTOMATMHECKH, ECIM CETE
MOAKMIOUYEHNS JO/DKEH NPUHAA/IEXATH I woxirs momyare » ceresoro ammmerbaropa. |
K NoACeTU poyTepa, TO eCTb COOTBETCTBOBATb i
() NonyunTe [P-aapec aBTOMATUHECKH
a,ﬂ,pecy poyTepa 3a UCK/TlYeHnem I'IOCI'Ie,CI,HVIX (@ Wononb3o0BaTh cnefyowmi IP-aapec:
undpp. Hanpumep, 192.168.88.100 (Puc. 20). IP-anpec: 192 . 168 . 88 . 100
Macka nogceTi: 255 .255.255. 0
v Macka noaceTtu: 255.255.255.0 Oeroemalt won: T —
Ecnn MK HeO6XOp|MM AOCTyI’I B VlHTepHeT, MonyunTe agpec DNS-CepEepa ABTOMATHHECKN
yKa)KMTe ,EI,OI'IOJ'IHVITEJ'IbHO a.qpec wto3a un DNS' @ WcnonbzoBaTe cneaytowme agpeca DNS-cepeepos:
. MpeanourTaemeid DNS-cepeep: 192 , 168 . 88 . 1
cepeepa (COOTBETCTBYIOT afpecy poyTepa): ArTepraTBHS ONS<epBep: 8 . 8 . 6 . 6]
v LWno3: 192.168.88.1
o [[NoaTeepanTs NapaMeTpsl NpK BeIX0AE
v Tpeanountaemsiii DNS-cepBep: Aenonrrensro
192.168.88-1 [ 0K ] [ OTMeHa ]

Mone anstepHatneHoro DNS-cepBepa MOXHO
OCTaBUTb MYCTbIM UM 3a4aTb NY6/NYHbIN
DNS-cepBep Google, Yandex 1 gp. (Hanpumep,
DNS-cepBep Google: 8.8.8.8)

Puc. 20. Hacmpolika napamempos TCP/IPv4.

6. Haxmute «OK». Ecnv noak/toueHme NpoLusio ycrnewHo, MOXHO NepexoanTb K HacTpolike npuéopa.
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2.4. MoAaknoveHne yepes KOHCONbHbI NopT RS-232

MoaxniyeHne MapLupyTm3atopa yepes uHtepdieiic RS-232 npon3soanTcs A5 A0CTyna K onepaunuoHHOR
cUcTEME WM 3arpysudnky, a Takke A1 06HOBNEHMS NPOLUMBKX YCTPONCTBA MM BO3BpaTa K 3aBOACKAM
HacTpolikam. [19 NOAKNHYEHNST YepPe3 KOHCO/b:

1. CoeavHnTe KOHCO/bHbIV NOpT poyTepa ¢ COM-NopToOM KOMMNbOTEPA NPV MOMOLLM TEPMUHA/IBHOTO
kabens. Ecnu Ha MK otcytcTByeT COM-nopT, ncnonb3yiite koHseptep COM-USB.

2. [lna BXoga B KOHCO/b BOCMOJb3yATECH MIH060I TEpMUHAILHON nporpamMmoli (Hanpumep, Putty,
HyperTerminal gna OS Windows nm6o Picocom, Socat gns OS Linux). B nporpamme Bblbepute
TMn coeguHeHns Serial (nocneposatenbHbIA NOPT), BBEeAUTe HoMep COM-nopTa M yKaxuTe
ckopocTb — 115200 bps. BHumaHue! Maponb ana goctyna K CUCTEMHOW KOHCOJTN HE HY)XeH!

Kak oTknounTb pexxum koHconu B OpenWRT

Mpu uncnonb3oBaHun nopta RS-232 ansg KoOMMyHuKauum ¢ gpyrum obopygoBaHuem (Hanpumep, Ans
onpoca npubopoB y4yéTa), KOHCOMbHbIV BbIBOA HA MOPT HAAO OTKOUUTb. OTKIOUYUTL KOHCOSb MOXHO
AByms cnocobamu:

Yepe3 Web-uHtepdeliic:

B MEHI0 CepBMCbI -> Onpoc nopTOB no TCP TElE"F’s Cocrorxne Cucrema - Cers Buiin
-> RS232 (Puc. 21).

RS232 RS485
[JaHHbIA cnocob BO3MOXEH TO/IbKO ANs Onpoc nopros no TCP
poytepoB RTU ¢ Bepcueit npowmBku 2.5.9 Kouseprep TCP - MocrenoaarersHi nopr
1 Bbllwe. /19 BCcex ocTa/lbHbIX BEPCUi -
NCNO/b3yNTe OTK/KOUYEHWE KOHCO/N Yepes o roce e
NHTepelic KoOMaHAHON CTPOKN.

OTKMHMNTE KOHCOMNS @ OTKMIOUNTE
© CoX oifki. POyTEp Nepe3arpyznTcA

| BKMKMNTS KOHCONe | [ BrmiowdTs |
@ COXpanWTe HacTporiki. PoyTep nepe3arpyanTca

Puc. 21. Omk/ioueHuUe pexuma KoHco/u yepes Web.

Yepes nHTepdeiic KOMaHAHO CTPOKU:

[na nepesopa nHTeppeiica RS-232 B pexxnm nepefayun AaHHbIX OTpeaakTupyinTe asa thaina:

/etc/sysctl.conf
/etc/inittab

1. B chaiine letclsysctl.conf fo6aBnsem B camoe Ha4ano CTPOKyY

kernel .printk=0 4 1 7 (u coxpaHsem ¢aln)

2. B dhaiine letclinittab KOMMeEHTMPYEM CTPOKY CUMBOIOM PeELLETKN (#)

ttyAPP4::askfirst:/bin/ash --login

Pesynerar:
#ttyAPP4::askfirst:/bin/ash --login (U coxpaHsiem ¢halin)

3. MMepe3arpy3nTe poyTep:
reboot

4. TpoBepbTe paboTy KOHCOMN:
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Ecnu Bbl Bce caenanu npaBu/bHO, MPUMEPHO Ha 20-25 ceKkyHae CBOEi 3arpy3ku poyTep nepe-
CTaHeT BblAaBaTtb B KOHCO/b MHGDOPMALNIO 3arpy3ymnka 1 BKIKOUYUT PeXnm nepesayn (To ectb He
OyZeT BbIBOAMTLCA HUKAKOWN MHhopmaLumm).

[na npoBepky paboTkbl poyTepa, He OTK/IKYasiCb OT KOHCO/N, NOAKIUNTECH K HeMY No SSH
(cTaHaapTHbIN IP-agpec — 192.168.88.1) 1 OTKpOITe HA CTOPOHE poyTepa KaHas NoAK/IYEeHUs
yepes TepMyHaUsIbHYO nporpammMy Picocom:

picocom /dev/ttyAPP4 -b 115200
(He 3abydbme, 4mo BbI MOOK/IO4EHbI K KOHCO/IU poymepa Ha ckopocmu 115200 6um/cek)

MonpobyiiTe HaXxXUMaTb KaBULLW Ha KnaBuaTtype, Bbl 4O/MKHbI BUAETL 3TU XXE CUMBOSIbI HA ApY-
roil CTopoHe noaxnyeHns. Ha aToM npoLecc BKIKUYEHUS pexnMa nepegadn faHHbIX 41s nopra
RS-232 3aBepLueH.

2.5. 3arpy3uuk U-Boot

B kauvectBe 3arpy3umka B poyTtepax cepun RTU wncnonb3dyetrca U-Boot 2014/10. [docTyn K Hemy
ocyllecTBnsieTcsa yepes nHteperic RS-232, ¢ noMOoLbio TEPMUHA/IbHOW MPOrpamMms.

1. C nomouwpbio TepMUHaNIbHOTO Kabena (g e
COe/IMHNTE KOHCOJIbHbIV NOPT poyTepa ¢ Category:
NopTOM RS-232 KOMMNblOTEPA. Ecnnm Ha E = Séession_ Basic options for your PUTTY session
o i I_.ogglng Specify the destination you want to connect to
MK otcytctByeTr COM-N0pT, UCcnosb3ynte -} Teminal ol e -
[ - Keyboard
koHsepTep COM-USB. | Beﬁma [coms |[115200 |
- Features Connection type:
o = Wind OR O Telnet O Rlogin (O S5H m
2. [Ona Bxoma B KOHCO/b BOCMO/b3YATECH  repearance e ean
o o o | - Behavi Load, save or delete a stored session
N06o  TepMUHANBHON  Mporpammoii ehaviour oo Sons
... Translation Ve ESSI0NS
(Hanpumep, Putty, HyperTerminal gns OS . - Selection | |
. . —Cal "
Windows nn6o Picocom, Socat gnsi OS Aoy Defaut Settings Load
Linux). B nporpamme BblGepuTe TUM ----Eafa Save
. < - Proxy
coeanHeHus Serial (nocnegosaTte/ibHbIN - Telnet Delete
nopt), BBeauTe Homep COM-nopTa W [~ Roan
yKakuTe ckopocTb — 115200 bps. - Seial e
Buumanue! Mapons ans pgocrtyna K Ofways O Never @ Orly on clean ext
CUCTEMHOW KOHCO/IN He HYXeH!

Puc. 22. Nodk/o4eHUe K KOHCO/IU poymepa
C nomMouwybo npozpammsl PUTTY.

3. B okHe KoHconu  BBEAWTE
komaHay reboot. [Mpousonger
nepesanyck CUCTEMbI U NOSIBUTCS
CTpaHMua NpPUBETCTBUS, TAEe Bam
OyaeT npeasiokeHo B TeyeHue
Tpex CeKyHA, BBECTV Naponb ANs
BXOZa B MEHHO.

EB COM3 - PuTTY - m] X

Maposb no ymonyaHuio — root.
[nsa Bbixoga 13 3arpysdmka
BBeAUTE KOMaHAay reset.

Puc. 23. Bxo0 8 MeHH 3a2py34uka.
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MPUMEYAHNA

* Oo6pas 3arpysunka u-boot (gpaiin u-boot.nand) teleofis / TELEOFIS-RTU968
pacnonoxeH Ha GitHub B nanke ¢ NpoLnBKOIA:

https://github.com/teleofis/ TELEOFIS-
RTU968/tree/master/System B checkmds

Branch: master v | TELEOFIS-RTU968 / System / 2.5.8 /

OTKpoiiTe nanky ¢ Balleli Bepcueli NPOLIMBKA U ) fdtdtb
ckavainTe oTTyga haiin u-boot.nand (Puc. 24)
@ openwrt-mxs-ulmage
* [laposb 1 BpeMs Ha BBOZ, Naponsi XpaHsATca B
nepemMeHHbIx bootstopkey2 n bootdelay. Mocne
N3MEHEeHUs NepeMeHHbIX BBEAMTE KOMaHAy E) rootfsimg
saveenv A1l COXpaHeHUst U3MeHeHWIA.

El openwrt_release

[E] sysupgrade_RTU968.tar

¢ [laposb 1 Bpems Ha ero BBOA MOXHO U3MEHUTb U3 [ & u-bootnand |
KoMaHaHo ctpokn OpenWRT: fw_printenv/ fw_setenv.

* Bepcuio 3arpy3ymka MOXHO y3HaTb 113 KOMaHAHOM
CTPOKM KOMaHZoiA: fw_printenv ver. Puc. 24. ®alin u-boot.nand.

2.6. KoHdhurypauunsa poyTtepa RTU yepes Web-nHnrepdoeiic

PoyTepbl cepun RTU umetoT rpadomnuecknii Web-untepdpeiic LUCl gns HacTtpoliku yepes web-6paysep.

1. YT06bI MONYyYMTb [OCTYN K YNPaBMEHMIO MapLupyTusaTtopom yepes Web-uHtepdoeiic, oTkpoiite
Gpay3ep 1 BBeAUTe B aPeCHOI CTPOKe agpec poyTepa no ymonyaHuio: 192.168.88.1
B okHe oTob6pasnTca cTpaHmua asTopusauun (Puc. 25).

2. BBeguTe gaHHble aBTOpM3aUMM U HaXXMUTE “BoiATn”.
JlorvH 1 naposb No ymosi4aHuio: root.

TELEOFIS

TpebyeTcAa aBTopusauun

HD}KEJ'I‘,'HCTE. BBEOUTE NOMKH W Naponk.
MmA neneaoeatena root

Mapons | sses

[@ Boitt @ Cbpocuts

Puc. 25. OkHo asmopu3sayuu 8 Web-uimepdgpelice.

NMPUMEYAHUE:

Mpu pganbHelwen pabote ¢ poyTepoM Naposb K YYETHOIN 3anucy agMUHUCTPaToOpa MOXHO 3ajaTb
B MeHto Web-uHTepdpeiica: Cuctema -> YnpasrneHue -> Maponb MapLipyTusatopa.
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3. Tocne BBOAA NOIVHA 1 NApossi OTKPOETCs rnaBHas cTpaHuua Web-uHtepdeiica.

TELEOFIS

CocToRHue CucTema CepeHchl CeTh Briittit ABTOOEHOBNEHWE BXMICMEHO

CocTosiHUe

Cuctema
Wma xocTa TELEOFIS-RTU68
Manens RTUS68

Biepcua npowmekm
Bepcua agpa
MecTHoe Bpema
Bpema pabors:

Cpeaxan sarpyaka

MamsTe

Beero gocTynHo
CroBogHo

By thepuanpoeano

CeTb

Cratye IPvd WAN

OpenWit Chaes Calmer 15.05 Build TELEOFIS 1.0.1
318.23

Fri Apr 8 19:55:03 2016

3h 3m12s

0.45, 0.33, 0.24
89138 xB / 125600 xE (70%)
B9128 B / 125600 RE (70%)

& Tun: static

br- Agpec: 192 168.88.1

lan Macka cerm: 255 255 255.0
Linka: 192.168.88.1
MogrnkoyeH: 3h 2m 309s

Puc. 26. Web-uHmepgpelic RTU968. asHas cmpaHuya.

2.7. KoHhurypauuns yepes nHtepceiic KOMaHQHOW CTPOKU

[nsa HacTpoiikn MaplupyTmMsatopa 4epes KOMaHAHYK CTPOKY MOAKAUMTECh K MapLipyTusaTopy cC
nomoubo 6ol TepMnHanbHol nporpammbl (Putty, HyperTerminal, Picocom) no npotokony SSH. B
nporpamme BblbepuTe TN coegmHeHna SSH, nopt 22 v seeanTe IP-agpec poyTtepa: 192.168.88.1.

B 192.168.88.1 - PuTTY - O x

login as: root
root@192.168.88.1's password:

[BusyBox w1.23.2 (2018-02-16 10:26:44 MSK) built-in shell {ash)

FREFERT RREEET ¥ FEIERT FEIERT RFRIEE AR EEEER
# # # # # % # # #
# # # ¥ # 3 F ¥
# FREFE 7 FEEE: # FOERRER O #REER
¥ ¥ ¥ 3 # FF ¥ ¥
# # # ¥ # 3 F ¥ #
# FRIFET FRIEET FRREEE FAREER 2 #

FRE OFRERF

Build for RTU968VZ v.2.5.85
OpenWrt Chaos Calmer

root@TELEOFIS-RTUX68V2: ~#

Puc. 27. OkHO KoMaHOHOU cmpoKU poymepa.

JIorvH 1 Naposib No ymonyaHuio — root.
OKHO KOMaHAHOW CTPOKM NOC/e NOAKIYEHMA NpeacTaBieHo Ha Puc. 27.
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'naBa 3. HacTpoika ceTeBbIX NOAKMNHOUEHUIA

3.1. Hactpowka nokasibHoro nogkntoueHms (LAN)

Ncnonb3ya Web-nHtepdpeiic, Bbl MOXETE HACTpouTb nmetowmecs no ymondanunio LAN/WAN nHTepdeiichl
1 co3patb HoBble. [No ymonyaHmio ETH1 n ETH2 06begmHeHbI B MOCT M NOAK/IHOHYEHME K POYTEPY AOCTYMNHO
no KaxxgomMy nopTy c ceTeBbIM aapecom 192.168.88.1

N3meHeHune IP-agpeca

M3meHuTb IP-aapeca nHTepdieiicoB Ethernet MoxHo B MeHio CeTb -> UHTepcdpeiic -> LAN ->
PepaktupoBatb -> OCHOBHbI€ HACTPOMKM.

Mpotokon | | CraTwueckwi agpec -

IPvd-anpec 192.168.88.1

IPv4-gnpec wnaa

Puc. 28. VismeHeHue Hacmpoek IP-adpeca.

¢ [poTtokon. B 3aBMCMMOCTM OT NPOTOKONA HACTPOIKK ByAyT pasHbiMK. B 6onbLUMHCTBE Cnyyaes
NCNosb3yloT aBToMaTnyeckoe nony4veHune IP-agpeca (DHCP-knueHT), Nnb60o ctatnyeckuin IP
(CtaTnuecknii agpec).

o IPv4-agpec — IP-agpec poyTtepa. Mo aToMy afpecy OCYLLECTBIAETCA AOCTYM K poyTepy.
e Macka cetu IPv4 — macka 1cnosb3yemoii nogceTu.
e |Pv4-agpec wnro3a — MOXHO YKa3aTb, ECNIN POyTeP BK/IHOUYEH B yXKe CYLLIECTBYIOLLYIO CETb.

DHCP-cepBep

Afpeca pa3galTcs B 3aBMCYMOCTY OT 3a[1aHHOro CTaTuyeckoro agpeca. Hanpumep, no ymonyaHuio
3apaH IPv4 agpec 192.168.88.1 1 macka 255.255.255.0. CootsetctBeHHO, DHCP-cepsep moxeT
pasgaBsaTb agpeca u3 guanasoHa 192.168.88.100 — 192.168.88.250.

DHCP-cepeep

PACLUMDEHHEIE HACTROKI IPV6 Settings

WrHopupoBaTs whTepdieic [ @ OTkmounTs DHCP AnA sToro wHTepdelica.

3anycmTs 100

(@ MUHMMANEHLIA 30pec apeHk!

Mpepen 150

@ MaKkcumanbHoe KONWYecTBO apeH[0BaHHLIX a[jPecoE.

Bpemna apeugs! 12h

(@ Bpemn, yepe3 KOTOPOE WCTEKAET apeHa aAPeca, MIHMMYM 2 MMHYTHI ( 2m)
Puc. 29. Hacmpotika DHCP-cepsepa.

¢ WrHopuposaTb uHTepdeiic. Mo ymonyaHuio DHCP-cepBep BK/IIOYEH. YCTAHOBKA 3TOro MyHKTa
oTknountT DHCP-cepBep ans atoro nHTepdeiica.

e 3anycTuTb — C Kakoro agpeca HayaTb pasgaBath IP-agpeca A/1s KNIMEHTCKUX YCTPOCTB.
e Tpepgen — onpenensieT, CKObKO BCETO afpecoB MOXHO pa3aaTh.
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o Bpewmsa apeHabl — Bpems, yepes KoTopoe UcteyéT npusaska IP k MAC-agpecy KIIMEeHTCKUX
YCTPOIACTB.

Wcxopsa n3 HacTpoek no ymonvanuto (Puyc. 29), Mbl NOMyYrMM Creayowmin AnanasoH pasgaBaembix 1P-
afpecon: 192.168.88.100-192.168.88.250.

PaspeneHune cetesoro mocta LAN (br-lan)

B HEKOTOPbLIX CyYasix BO3HNKAET HEOOXOAMMOCTE Pa3feUTb CyLLECTBYHOLWMI MHTEPIEACHDbIA MOCT
(br-lan) Ha gBa He3aBMCMMbIX MHTEpdeiica:

Yepes3 Web-untepdeiic:

1. 3aiignTe B MeHi0 CeTb -> NIHTepdelickl 1 HAXMUTE KHOMKY PegakTupoBaTb B OKHE
nHTepdelica LAN.

LAN Bpems paborbi: Oh 16m 335 G . ”
MAC-aapec: 00:11:22:33:44:55 & Coeaunuts @ Ocrtanosuts| (£] Pesaxtupos| x] Yaanuts

& EL) RX: 702.36 KB (10419 Maxeroe.)
TX: 1.10MB (9112 MNaxeroe.)
Pva: 192.168.123.112/24

Pvé6: 1d21-7e73:5193::1/60

Puc. 30. Hacmpolika napamempos uHmepcpetica LAN.

2. B OTKpbIBLUEMCS] OKHE Ha BK/1agke HacTpoiku KaHanma OTK/IIUUTE PEXUM MOCTa (CHUMUTE
hnaxok ¢ nyHkTa O6BbeAUHUTL B MOCT) U CHUMMKTE (hNaXKoK ¢ ogHoro Ethernet-aganTepa,
Hanpumep, ¢ Ethernet-agantepa “eth1”.

3. Haxmute CoxpaHUTb U NPUMeHUTb. Tenepb uHTepdelic LAN Noak/IoYeH TOMbKO K
agantepy “eth0".

INTERNET GRE LAN

NuTepdenchl - LAN

Ha 3100 CTPaHNLLE Bhl MOMETE HACTPOMTL CETEBRIE MHTEPdEeicsl. Bel MO¥ETE 00beMHUTL HECKOMBKO MHTEPMEHCOB B MOCT, BRIOpas onumio "OBLeIuHNTE B MOCT"

O6LWas KoHguUrypauus

OCHOBHEIE HACTPOMKN PaciuMperHsIe HAacTPoMKK

O0bedMHUTE B MOCT E (@ coz03ET MOCT 417 BRIGPaHHEL CETEELIX MHTEPDENCoE

WHTepteiic @ &~ Ethernet-agantep: "ethD" (Ian)
O Z#lEthemet-ananTep: “eth1* (lan)
*| Ethernet-ananmep: “gre_tunnell” (GRE)
*| Ethernet-aganTep: “gretapO
* Ethernet-aganrep: “ipGgred"
* Ethernet-aganmep: “ipGtniD
*| Ethernet-anantep: “teqld
*| Ethernet-aganrep: “tunid’
2| Ethernet-apnantep: "usbd" (lan)

* [onk30BaTensCHuid MHTepdec:

€] Hasap x oG3opy I COXpaHKTE W MPHUMEHMTE I[ CoXpanTs H COpocuTs

Puc. 31. PasbeduHeHue mocma LAN.
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Yepes3 KOHCO/b:

Pepaktupyem daiin letc/config/network:

nano /etc/config/network

BHOCVM M3MEHEHVSI B CTPYKTYPY U COXpaHsiem chaiin:

config interface 'lan'
option proto 'static'
option ipaddr '192.168.88.1"
option netmask '255.255.255.0'
option ipbassign '60'
option ifname 'ethO'

config interface 'lan2'
option proto 'static'
option ipaddr '192.168.99.1"
option netmask '255.255.255.0'
option ifname 'ethl'

Pepaktnpyem chaiin letclconfiglfirewall:

nano /etc/config/firewall

BHOCVM M3MEHEHVSI B CTPYKTYPY U COXpaHsiem cpaiin:

config zone
option name 'lan'
option input 'ACCEPT'
option output 'ACCEPT'
option forward 'ACCEPT'
option network 'lan lan2'

Pepaktupyem cpaiin letclconfiglidhcp:
nano /etc/config/dhcp

BHOCVM M3MEHEHVSI B CTPYKTYPY U COXpaHsieM caiin:

config dhcp 'lan2'
option start '100'
option leasetime '12h'
option limit '150'
option interface 'lan2'

Mepe3anyckaem HyXHble C/TyXObl:

/etc/init.d/network restart
/etc/init.d/firewall restart
/etc/init.d/odhcpd restart

MpoBepsem KoHurypauumto:

ifconfig

Ha aTtom pasfgeneHue ceteBoro Mocta 3aBepLUeHo.

Ten.: +7 (495) 950-58-95 27 e-mail: post@teleofis.ru


mailto:post@teleofis.ru

TE’. En F’s® Poymepsbi 3G/4AG TELEOFIS RTU968, RTU1068
. Pykosodcmso nosib3o8amesisi. Ped. 2.06 (2018-11-06)
CospgaHune HoBoro nHTepcerica LAN

[anee co3gaamm HoOBbIN MHTepheiic Ans BTopoi noacetn (agantepa “ethl”):

1. B meHo CeTtb -> UHTepdieiickl

UHTepdencel
HaXXMUTE KHOMKY pcp
Cetb CocToAHHe
LAN Bpema paboTtbi: Dh 36m 28s
MAC-agpec: 00:11:22:33:44:55
t’/"_fé-‘-) RX: 1.88 MB (22874 MNaxeTos.)
I=El] TX: 3.48 ME (20254 Makeos )
IPva: 192.168.123.112/24
IPv6: fd2f:7e73:5193::1/60
INTERNET Bpemsa pabotbi: Oh 27m 30s
MAC-agpec: 00:00:00:00:00:00
@ RX: 856.52 KB (2591 lNakeToB.)
3p-INTERNET

TX: 432.78 KB (2901 MakeToB.)
IPva: 10.243.121.117/32
IPv6: f280::fd13:28b2:1185:85ec/128

7] OobasuTb HoBLIA MHTedeeﬁc.{b |

Puc. 32. jlobasneHue HOB020 UHMepelica.

2. 3apgalite umsa nHTepdoeica (Hanpumep, “/lan2”) n B napameTpe Bknountb cnegyrowmia nHtepceiic
oTmeTbTe hnaxkom Ethernet-agantep, cBo60aHbIN A5 nogkntoyueHns (“ethl”).
HaxmuTe NMpumeHnTb.

CospaTb uHTepdenc

WmA Hosoro WHTepdenca lan2
@ HonycTHMbI2 CUMBONE. 2-Z, =-=z, 0-3 W

Mote: interface name length
@ Maximum length of the name is 15 characters including the automatic protocol/bridge prefix (br-, Gind-, pppoe- etc.)

MpOTOKON HOBOM MHTEpMERCa Cratuyeckwid agpec ~

Coagate MocT Han [
HECKOMbKMMK MHTepcheicamm

Brniounms cieayiowmit - O Bl Ethernet-ananTep: "ethD” (lan)

uHTEpCbEric ® * Ethernet-aganTep: “ethl

* Ethernet-aganTep: "gre_tunnell” (GRE)
* Ethernet-aganTep: “gretapd
* Ethernet-ananTep: “ipGgreQ”
* Ethernet-aganTep: “ipGini0
* Ethernet-aganTep: “teqld”
*| Ethernet-apanmep: “tunl0"
@] *| Ethernet-apanmep: “usb0"

*| Mone30BaTENLCEMIA MHTEpdEeC:

Puc. 33. Hacmpolka napamempos HoB020 uHmepdgelica.
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3. Tlocne co3gaHus uHTepdelica Bbl NonageTe B MEHIO OCHOBHbIX HACTPOeK. BBeauTe ocTaBLuMecs
napamMmeTpbl CETEBOrO MHTepdielica 1 nepelignTe K BbIGOPY 30HbI CETEBOIO 3KpaHa (CM. Jasiee).

.
MuTepdenchl - LAN2
Ha 3ToA CTpaHWUE Bbl MOMETE HACTPOWTL CETEBLIE MHTE, phefcsl. Bol MOxETE 00LEIMHWTE HECKOMNEKD IrHTeDEDBH COB B MOCT, Bol0pas

ObLwas KoHpurypaums

I OCHOBHLIB HACTPOIKN I PaciuMpexHEIe HACTPO KW HacTpoiku kaHana HacTpoilkn MEXCETEBOMO 3KPaHE

MAC-agpec: 00:00:00:00:00:00

CocToAHme
ethi RX:0.00 B (0 Makeros.)
TX: 0.00B {0 MNakeToB.)
MpoTokon CTraTM4eckWi agpec ~

IPvi-agpec 192.168.89.1
Macka cetn IPv4 | 255255 255.0 ~
IPv4-agpec wn3a

LUMpokoBelaTENEHEIR IPv4-
agpec

Puc. 34. Hacmpolika napamempos HoBo20 uHmMeppelica.

HasHaueHue 30Hbl MEXCEeTeBOro aKpaHa A/ uHTepdeiica
Mpw co3gaHMK HOBOTO UHTepeiica HE06X0ANMMO 06A3aTE/NBbHO HA3HAUUTL EMY 30HY CETEBOTO aKpaHa:

1. B meHto CeTb -> UHTepdeiickl -> PegakTupoBatb -> HacTpoOiiku MmeXxceTeBoro akpaHa
OTMEeTbTE IXKKOM 30HY, K KOTOPOW byaeT oTHocuTbea nHtepdeiic (LAN, WAN nnbo co3paiite
CBOI0 30HY, Hanpumep, VPN 1 gp). Bce nHTepHeT-coeanHEHNSA AO/DKHbI HAXOAMTLCA B rpynne
WAN (MapkupoBaHbI KpacHbIM), a IoKasibHble UHTepdelicbl — B rpynne LAN (MapkmpoBaHbl
3enéHbim). Mpun co3gaHMn BUPTYyasibHOR CETM co3aaiTe 1 Ncnonb3yinte 3oHy VPN.

GRE LAN2 INTERNET LAN

-
MHuTepdencnkl - LAN2
Ha 3T0i CTpaHULE Bbl MO¥ETE HACTDOWTE CETEEsIE MHTEpMeNCal. Bul MOXETE 0TLEIMHUTE HECKOMLKD MHTEPMEACOE B MOCT, Buidpas onumi "OGbeIMHUTE B MOCT"

O6Lwas KoHUrypauus

OCHOBHEIS HACTROMKNA PaclUMpeHHEIe HACTPORKKM HacTpoiky kaHana I HacTpoiki MeXCeTeRoro 3KpaHa I

Coan fHa3 o
Co030ate / HAaZHaYMTE Z0HY ® [lan: jan =

CETEBO0rn 3KpaqHa

Wan: | internet:

He onpederneqo -Unu- cosdams:

=] Hazap x oG3opy [ COoXpaHTE H CEpocuTs

Puc. 35. HazHayeHue 30HbI Mexcemeso20 3KpaHa.
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O6begnHeHne ceTeBbiX UHTepcpeiicoB LAN n LAN2 B mocrT (bridge):

1. B meHo UHTepheiicbl BbiGepuTe uHTepdieiic LAN n Haxmnte PegakTtupoBaTb.

2. Ha Bknagke HacTpoiikm kaHana noctasbTe rajiouky B CTpoke O6beguHUTb B MOCT 1 BbibepuTe
Ethernet-aganTtep, kOTopbIl 6yaeT 06beAMHEH B MOCT C BblGpaHHbIM MHTEPIENCOM.

”
UHTepdeuncel - LAN
Ha 370l cTpaHWLEe Bbl MOMETE HACTPOWTE CEeTeBkle UHTepdelicbl. Bul MoxeTe obbeauHuTE Hetkoneko uHTepdelicor B MocT, Beibpas onuuo "OBLeAUHUTE B MocT"

Obwasn koHdurypaums

Ot HOBHLIE Hat TPOIAKK Pac LunpeHHele Hac Tpoiiku Hac Tpoiiki kaHana HacTpoitkit MEXceTeBoro 3xkpaxa

OBveguHnTs B MOCT Q c030aéT MoCT ANA BeIGpaHHbIX CEeTeBbiX WHTepdeiicon

Brniounts STP. @ BrnrouaeT Spanning Tree Protocol Ha 3ToM MOCTY
Wntepdeiic 1  Ls] Ethernet-agantep: “eth0* (lan)
*| Ethernet-aganTtep: "eth1” (LANZ)
.*| MNonb3oBaTensC kWi MHTepdelic:

Puc. 36. O6beduHeHue uHmepcpelicos LAN 8 mocm.

3.2. HacTtpoiika 3G (4G) nogkntoueHus (WAN)

PoyTep nocTtaBnseTcs yxe ¢ npeaycTaHOBEHHbIMU HacTpolikamun 3G/4G (cm. Tabnuuy 9). B cnyyae, ecnu
Ha SIM-kapTe nogkn4YeH BHeLWHWA IP-agpec u/mnn HacTpoiikn APN (ToukM gocTyna MO6WUbHOrO
oneparopa) 0T/IM4alTCa OT CTaHA4APTHLIX, UAMEHUTbL NapameTpbl MOXHO Yepes Web-nHTepdelic, a Takxe
yepes KOHCO/b.

Hactpoiika 3G/4G uepe3 Web-untepdeiic:

B meHio CepBuchl -> MeHemxep SIM B nogmeHio NMapameTpbl SIM-kapTbl 1 v NMapamveTpbl SIM-KapTbl 2
Bbl MOXETE NpU HE0OBXOAMMOCTU HACTPOUTL CneaytoLLme napaMmeTpbi:

e [lpuoputeT SIM-kapT: high (8bicokuli) unu low (Huskud)

e lImsa Toukm goctyna (APN) coToBOro oneparopa

e PIN-kog ansa SIM-kapT (onyuoHasibHo)

¢ VIva nonb3oBartens v Naposb oneparopa coToBON CBA3N (0NYUOHA/ILHO)

MapameTpbl SIM-kapTb! 1

MpuopuTeT high ~

WIMA Toukk gocTyna | apn.msk

MuH kog,
MMA nonk30eatens

Mapone

CoXpaHWTE U NPUMEHHTE

Puc. 37. Hacmpotika napamempos 3G/4G (WAN) nook/1to4eHus!.
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HacTpolika 3G/4G uepes3 KOHCO/Ib:

UT06bl N3MEHUTbL HACTPOkn 3G/4G yepes KOHCONb:

1. Otpepgaktupyiite dpaiin ¢ HacTpoiikamu /etc/config/simman:
nano /etc/config/simman

M3meHuTe Tpebyemble napameTpbl cetn 3G/4G, Hanpumep, SIM1:

config sim0 — HacTpoiika SIM1
option priority 'l' — ycTaHaBnvMBaeM BbicOkuii npuopuTeT SIM1 (high)
option GPRS apn 'apn.msk' — APN (B npumepe “internet”)
option pin '1234' — PIN-kog (B npumepe “1234")
option GPRS user 'userl' — ums nonb3osartesns (B npumepe “userl”)
option GPRS pass 'passl' — naposb (B npumepe “passl’)

2. CoxpaHute paiin ¢ HacTpolikamu (Ctrl+X) n noarsepxgaem coxpaHeHve nog TEM Xe UMEHEM
simman (Puc. 38).

EE 192.168.88.1 - PUTTY - O ¥
GNU nano 2.5.3 File: /etc/config/simman Modified |~
Save modified buffer (ANSWERING "No™ WILL DESTROY CHAMNGES) 2
™ W

File Name to Write: |[/etc/config/simman -l

Puc. 38. ismeHeHue APN 4epe3 KOHCO/lb.

3. [Mepesanyctnte MeHepxep SIM:

/etc/init.d/simman restart

[Na HaAeXHOCT MOXHO nepe3arpy3vTb poyTep

reboot

4. TlpoBepbTe paboTy UHTEpdElica 1 HaNnYMe coeguHeHKs.
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naBa 4. MNpeoo6pasoBaHne Modbus gns
cdomsnuecknx nHtepdencos

B cnyuae, ecnu Bawe o6opyzoBaHne yMmeeT paboTaeT TobKO No npotokony Modbus, gns Toro yutoo6sl
obecneuntb AOCTYN K mocsefoBatenbHbiM MHTepdoelicam no Ethernet, Bbl MoxeTe HacTpoutb TCP/IP
npeob6pasoBaHue ¢ pyHkumen obpaboTkn RTU/ASCII. Anroputm npeobpasoBaHnsa onucaH B pasgene 1.9.
MpeobpaszosaHne Modbus RTU/ASCII B Modbus TCP.

HacTpoiika doyHKuMm nponssoanTcs Yyepes Web-nHtepdoeiic:
1. Ortkpoiite meHio CepBuchbl -> Onpoc noptoB no TCP (1).
2. Bblbepute nHTepgeiic nogknoveHus: RS-232 nnn RS-485 (2)

3. B cTpoke Pexum Bbibepute pexum paboTbl nHTepdeiica: server unm client n Hactpoiite
napameTpbl NOAKOUEHNS:

e N5 pexvma CepBep — napaMeTpbl NOC/1e40BaTeNbHOMO NOPTa, NOPT NOAK/IIOUYEHUS U BPEMS]
yOepXaHus NpropuTeTa CoeanHeHus;

e N4 pexvmMa KnueHT — napamMeTpbl nocnefosaTensHOro nopra, aapec cepeepa, nopr u
TaimayT coefvHeHusl. BHumaHue! Pexum Modbus He paboTaeT npu ncnosib3oBaHnm
obnayHoro cepsepa m2mz24.ru. Mpu BbiIGope pexvma Modbus oTknouaiTe aBTopU3aLmio
no npotokony Teleofis ycTaHoBKkoi1 thnaxkka Disable (Puc. 39).

B ctpoke Modbus TCP/IP Bbi6epuTe pexum npotokona: RTU nnn ASCII.
5. [ns coxpaHeHust n3MeHEHUA HaxkmnTe COXpPaHUTb U NPUMEHUTD.

©
TElEaF,s CocToRHWE CucTema CeTs Bttt

IPsec
Rs232 | Rsiss (A GRE Tunnel

NuHamnaecrin DNS
Onpoc nopTtok no TCP Menemep SIM
Koneeptep TCP - MocnegoeatensHelid nopt Tinyproxy
IO lines

HacTtpoliku OpenVeN

Mopt [devicom1 Onpoc nopToe no

e 1
Pexum | glient Remaote SMS Con

CropocTb (Boa) 9600 e

Pazmep cnoea

o
<

Cron-GuTel 1 v

YaTHoCTE none ~

‘y’npaaﬂeHue NOTOKOM none ~

Modbus TCP/P |RTU i

Anpec cepeepa | hub.m2m24 ru

Mopt 6008

TaimayT coequHeHUA (cek) 600

ApTopuaauma Teleofis

@ Wcnonezosats aeTopuzauuio no Teleofis 1D

Puc. 39. NpeobpazosarHue RTU/ASCII-TCP.
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naBa 5. HacTpouka NMHMIA BBOAA-BbIBOOA

Kaxxgas nuHua sBoga-BbiBoga I/O poyTtepoB cepun RTU MoXeT 6bITb 3anporpaMMmmpoBaHa Ha BXog, nnu
Ha BbIXO C BO3MOXHOCTbO paboTbl B OAHOM M3 TPEX pPeXMMOB (NOAPOOGHOE ONUCaHNE PEXUMOB PaboThl
JaHo B pa3gene 1.7. luHum Beoga-sbisoga 0):

1) Pexunm namepeHus HanpskeHus;
2) Pexum nogknoyeHns pe3ncTUBHbIX AATUNKOB;
3) Pexum ynpaBneHus Harpyskor.

HacTpoiika nopTos I/O npon3soanTca kak yepes Web-uHtepdoeiic, Tak 1 ¢ NOMOLLbH KOMaHAHOM CTPOKN.

5.1. HacTtpoiika nopTtoB I/O uepe3 Web-untepdeiic

UT06bI HACTPOUTL PEXUM PaboTbl IMHUIA BBOAA-BbIBOAA Yepe3 Web-nHTepdeiic:

1. Otkpoiite MeHto CepBuchbl -> l/O lines. B MeHt0 Bbl yBuanTE TAbMMLYy NIMHWIA BBOAA-BbIBOAA,
Kaokas U3 KOTOpbIX N0 yMOYaHWI0 HacTpoeHa Ha pexum 1 (Mode 1).

2. B konoHke PeXum BbiGepute TpedyemMblii PEXIM 13 BbINaAaloLLero Crmcka:

e Mode 1 — pexuMm n3mepeHua HanpsHKeHus.
e Mode 2 — pexu1M NoAKIYEHUSA PE3NUCTUBHbIX AATUNKOB.
o Mode 3 — pexum ynpasfieHUsi Harpy3Koii.

BHUMAHWE:

* YT06bl M3MEHEHHbIE Yepe3 Web HacTpoiiku coxpaHUnch Npu cneayollemM BKIKYEHUN poyTepa, NocTaBbTe
hnaxok B cton6ue Run on Startup.

™
TElEaF’s CocToaxne Cuctema Cepencel Cets Beidti

Universal I/O lines

Mode 1 - uamepenne Hanprxenna; Mode 2 - nogknioyerre pesucTWeHEIX faTunkos; Mode 3 - ynpaeneHue Harpyakoi

O nopt  Pexum 3anyckaTk npu 3arpyske WamepeHHoe HanpaxeHue, mY WamepenHoe conpoTuenexne, Om 0ObHOBWMTL 3amephbl

101 O 279 [@ OBHoeuTs
102 375 53
103 % O 576 [@ OBHoenTE
104 Mode 2 v 0 720 100 @ OBHoauTs

CDXPBHMTI:MI‘IPMNEHMTI:“ CoxpasnTo “ C6pocuts

Puc. 40. Hacmpolika pexumos pabomsl uHul I/0.

3. Haxmnte CoxpaHUTb N MPUMEHUTDb.

4. YT06bI NPOUNTaTb TEKYLLME 3HAUYEHMS C poyTepa, HaXMNUTE KHONKY OGHOBUTBL B CTO/6LE
OGHOBUTb 3amMepbl.
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5.2. HacTtpoiika nuHuii 1/O yepe3 KOMaHAHYIO CTPOKY

HaunHas ¢ npowwmneky Bepcuu xX.5.7, nuHumn BBoga-BbiBoAa /O MMEIOT ANS KaX40ro HanpasneHus CBO
CMMBOJ/IMYECKYHO CCbiniKy (Symlink) B onepaumoHHoii cucteme (cMm. Tabnuuy 12). Mpu ncnonb3oBaHmm
60/1ee paHHMX Bepcuii NpoLUMBKM BMecTo Symlink Heo6xoaumo ykasbiBaTh /sys/class/gpio/*peasbHbii
aJipec nopTa®. Y3HaTb peasibHblil apec MOXHO C MOMOLLbIO C/IeAyHOLWEeRn KOMaHAb:

ls -1 *symlinkx*
Hanpumep,
1s -1 /dev/pul — KOmaHza, 4ToObl y3HATb afpec curHana “BepxHuii kiwd” ana nopta 101

Tabnuya 10. Mopmei I/0 8 Linux.

MoprT I/O \ HasHauyeHue Symlink B Linux HanpaBneHue
IOOPULLUP #8 /dev/pu0 IN/OUT
101 IOOPULLDOWN /dev/pdO ouT
ADCO (LRADCO) /dev/io0 IN
IO1PULLUP # /dev/pul IN/OUT
102 IO1PULLDOWN /dev/pdl ouT
ADC1 (LRADC1) /dev/iol IN
I02PULLUP # /dev/pu2 IN/OUT
103 I02PULLDOWN /dev/pd2 ouT
ADC2 (LRADCA4) Idev/io2 IN
IO3PULLUP # /dev/pu3 IN/OUT
104 IO3PULLDOWN /dev/pd3 ouT
ADC3 (LRADCS) /dev/io3 IN

Mpu ynpaBneHun Kkaxaoii nmHueit 1/0 MmoryT 6bITb MCMNOMb30BaHbl TPU CUrHaNa:

e ADC — kaHa/1, M3MepSoLWNA HanpPsHKEHNE Ha JIMHUN.

e PULLDOWN — “HMmXHWUI KoY”, npuTarnsatowmii nuHum /O Kk 3emne. MoXeT npuHMMaThb
cnegyoLme CoOCTOAHUA:

1 - PULLDOWN BK/tH04eH
0 — PULLDOWN BblkntoueH

e PULLUP # - “BepxHuii KNroY”, BKNKOYAET MCTOYHUK TOKA B NHWK I/O. OGpaTuTe BHUMaHUe:
CUrHas1 HBEPTMPOBAH, NO3TOMY KOMaHAbl MOAATCS cneayowmum o6pasom:

1 - PULLUP # BblkntoueH
0 — PULLUP # BktoYeH

MNepekntoueHue nuHuii 1/0 B Pexxum 1 (M3mepeHne HanpsxxeHUs):

Pexum 1 (M3MepeHns HanpsKeHns) No yMONYaHUio 3agaH A/1a Bcex noptos I/O.
UT06bI NepekntounTb BXoq (Harnpumep, 8xo0 101) B pexum 1, nogaiite cnegyoLLyto KOMaHay:

echo in > /dev/pul/direction — HacTpavBaeM MOPT Ha BXOA (OTK/IHOHAEM “BEPXHUIA K/IoY”).
echo out > /dev/pd0/direction — KOHQUryprpyem nopt Ha BbIX0A,
echo 0 > /dev/pd0/value — BbIKNKYAEM “HMKHWIA KTHOY”,

8 # — MHBEPTUPOBAHHBIN CUrHa.
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MNepekntoveHune nuHuii 1/0 B Pexxum 2 (MogknoueHne pesnucTUBHbIX AaTHUKOB):

UT06bI NepekntounTb BXoq (Harnpumep, 8xo0 101) B pexum 2, nogaiite cneayroLLyto KOMaHay:

echo out > /dev/pul/direction — KOHUIypMpyem NopT Ha BbIXOA,
echo 0 > /dev/pul/value — BK/HOYAEM “BEPXHUIA KMHOY".
echo out > /dev/pd0/direction — KOHGQUrypupyem nopT Ha BbIXOA.
echo 0 > /dev/pd0/value — BbIKNHOYAEM “HMKHWUIA K04,

MNepekntoveHue nuHuii 1/0 B Pexxum 3 (YnpaBneHue Harpyskoi):

UT06bI NepekntounTb BXoq (Harnpumep, 8xo0 101) B pexum 3, nogaiite cneayroLLyto KOMaHay:

echo out > /dev/pul/direction — KOHPUTYpPUPYEM MOPT HA BbIXOL,
echo 1 > /dev/pul/value — BbIK/IO4AEM BEPXHUIA KNHOY.

echo out > /dev/pd0/direction — KOH(UIYpPUPYeEM MOPT Ha BbIXOL,
echo 1 > /dev/pd0/value — BK/IOYAEM “HKHWUIA Koy,

[Onsi ynpaBneHus Tokom Gyaem nogasath KOMaHay:

echo 1 > /dev/pd0/value — pabounit TOK MOET Yepe3 Harpysky.
echo 0 > /dev/pd0/value — pabounii Tok HE na&t uepes Harpysky.

[N ocTasibHbIX NOPTOB HACTPOIKa pexuma paboTbl OCYLLECTBASETCSH aHaN0rMMYHbIM 06pa3oM.
CuutbiBaHue 3HaYeHuii ¢ nuHun 11O

UTo6bI cunMTaTh Tekyllee 3HadeHue co Bxoaa /O, nopaiite cneayroLlyo KOMaHay:

cat /symlink/

Puc. 41. YmeHue 3Ha4eHul I/O u3 komaHOHOU CMpPOKuU.

Bbl nonyunte cbipoe 3HadyeHne (N), ncnonb3ys KOTOPOE, MOXHO BbICUMTATL 3HAUYEHUE CONPOTUB/IEHNS
NNn HanpshxeHns (B 3aBUCMMOCTU OT pexnma paboTbl BXoAa) no cieayowmm hopmynam:

e BbluncneHve HanpsxxeHusa (ans pexvva 1, Mode 1):
Vin=N * 4,365 * 103
e BbluncneHuve conpotusrieHns (ana pexuma 2, Mode 2):

R =0.046 *N

BHAMAHWE!

e Ecnu mbl pa6otaem ¢ PULLDOWN, PULLUP# fomkeH ObITb BbIKNOYEH!
e Ecnu mbl pabotaem ¢ PULLUP#, PULLDOWN fo/mKeH 6bITb BbIK/HOHEH!
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TELEOFIS

naBa 6. AAMUHUCTPUpPOBaHUe poyTepa
6.1. MeHepxep SIM-kapT (Simman)

[nsa oTobpaxeHus uHdopmMauumM Co BCTPOEHHOro mMogema W ynpasneHus SIM-kaptamu B poyTepe
npegycmotpeHa ytunuta SIMMAN (Menemxkep SIM-kapT), [OCTYN K KOTOPOW OCYLLECTB/ISIETCA 4epes
meHo Web-nHTepdeiica: CepBuchbl -> MeHemxep SIM.

L4
TEl EUF’ s CocToRHWE Cuctema Cepeuchl Cets
Tinyproxy
OpenVPN

Menenxep CUM kapr 3G mogema MeHemwep CMM{PD

Puc. 42. MeHedxep SIM-kapm.

B pasgene SIMMAN MOXHO HacTpouUTb creaylowme napameTpbl U QPYHKUNN:

BeiiTi

Tabnuya 11. NMapamempsi Hacmpolku SIM-kapm.

MapamveTtp OnucaHue Mo ymonyaHuio
HACTPOIKN

Bkniountb cepBuc BkntoueHne/BbIKIOUEHNE paboThl cepBuca. BknoyeHo
MicnoNnb3oBaTh Tonbko | ONUMs NpefHasHaueHa AN1s Tex cyyaes, Korja Heo6xoauMo

MCMo/b30BaTh B poyTepe Tobko oaHy SIM-kapTy. Mpu yctaHoBKe
SIM ¢ BbICOKUM chnaxka, ecnv BbICOKWIA NPUOPUTET Ha3HaveH Tonbko SIM-kapTe 1, B OTknto4eHo
npnoputeTom c/lyuae noTepyn CoefuHeHus poyTep He GyaeT nepekntouatses Ha SIM2.
UMCnIo HeyAaUHbIX KonnuectBo HeyfauHbIX NOMbITOK NOAK/HYEHWS K TECTOBLIM CEpBepam,

Npu NPEeBbILLEHNN KOTOPOro poyTep NepekIUnTCs Ha apyryto SIM- 3
MonbITOK NUHra KapTy.
Mepuoa Mexay MepuroanyHOCTb, C KOTOPOIi NPOM3BOANTCA NPOBEPKa A0CTyna

TEeCTOBbIX CepBepoB (3aaéTcs B CeKyHAaAX). 60 cekyHA,
HONEIKAMMIIMHES JocTynHocTb cepBepoB ykasbiBaeTcs A41s 06enx SIM-kapT.
Mepuoa Bpewmsi, uepes KOTopoe MoAeM MOMNbITAETCS NePEKTHUNTLCSA

Ha npuopuTeTHyto SIM, ecnv oHa BCTaB/ieHa B JIOTOK.
nepeksIlo4YeHns Ha E SIM1 5 6000 cekyHp,
NPUOpPUTETHYIO C/U Ha 3aKOHYU/IUCL cpedcmsa U poymep Nepek/ioyuU/ICs Ha (100 MuHyT)
SIM SIM2, o6nadarowyro HU3KUM npuopumemom, Yepes 100 MuHym poymep

Hanhy [oMbIMmaemcsi epex/IoyuUMbCs Ha SIMI.

Nmsa ycTpoiicTBa
AT mogema

Homep nopta GPIO, oTBevaroLLero 3a CepBUCHbIE NPOLIECChI
ynpasneHus SIM-kapTamu.

07159 nMpowusku X.5.8 u Bbiwe:
/dev/ttyGSM1
07151 IPOWUBKU X.5.7 U HUXe:
/dev/ttyACM3 (SIM5300, EHS5)
/dev/ttyUSB2
(SIM5360/SIM7100/SIM7600E-H)

Nmsa nHtepdpeiica

msi nHTepdpelica coToBoli CBA3N.

3g-internet (ons EHS5, SIM5300)
wwanO0 (gna SIM5360, SIM7100,

TO poyTep No ymon4yaHuto BKYaeTcs Ha SIM1.

SIM7600E-H)
Appeca TecToBbIX TecToBble afpeca AN NPOBEPKV NOAKMHOUEHNS K VIHTEPHETY. 8.8.8.8
cepBepoB Mo ymonuaHuio HacTpoeHsl agpeca DNS-cepsepoB Google. 8.8.4.4
BT LT LA Mocne ykazaHHOro Yncia nepekitoUueHnii NponsongeT
KapT A0 cGpoca c6poc MogemMa no NUTaHWIo. s
mogema
MepekntoveHunii SIM- Mocne ykasaHHOro Yvcna nepeksioyeHmnii NpousoinaeT nepesarpyska
KapT A0 nepesarpysku | poytepa. Ucio JOMKHO NpeBbIWaTh 3Ha4YeHWe, 3agaHHoe B 0
poyTtepa napametpe MepekntoueHuii SIM-kapT Ao copoca mogema.
MAPAMETPbI SIM1 u SIM2

MpuopuTteT SIM: Bbicokuii (high)/Hu3kuii (low). SIM1: high

Mpuopurer Ecnvn o6e SIM-kapTbl MMEIOT OAMHAKOBbIV NPUOPUTET, SIMé' Iog\]/v
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MapameTp OnucaHue Mo ymonyaHuto
Nma Toukn goctyna Mmsa Toukm goctyna (APN), 3aaétca onepatopom CBS3N. internet
PIN-kog PIN-kog ans SIM-kapr. OTK/1H04EeH
Nmsa nonb3oBartens 3afaéTcs oneparopom CBA3N He 3ajaH
Maponb 3afaétca onepaTopom CBSA3N He 3ajaH

B pasgene SIMMAN Takke oTobpaxaercs
BCA MHpOpMAaLUSA O TeKyLLleM MOAK/THYEHUN
no 3G/4G. MocnepoBaTenibHbI nopT GSM2
BCTpPoeHHoro 3G/4G mopyns oTeBedyaeT 3a
BbIBOZ, MH(pOpMALMN O BCTPOEHHOM MOAEME
n SIM-kapTax poyTtepa — ypOBeHb CUrHana,
4yacCTOTHbIN KaHau, ctatyc GPRS n ap.

MHcbopmauus no NogknroyYeHno

Wma yeTpoiticTea AT mogema devittyGSM2

IMEI mogema

Coctosnwe SIM kapt 1 INSERTED (ACT) | 2 NOT INSERTED

GGID akTueHoi SIM kapTel  837010265307561837

Cratyc PIN-koga  READY

[nsa nonyyeHuns Tekywei wuHdopmauun c
MoAeMa HaXmMuUTe KHOMKy OGHOBUTD.
OGHOBNEHME AaHHbIX MPON30AAET B TEYEHME
5-10 cekyHA.

Yposens curnana 10 ASU (NORMAL)

Craryc peructpaym e cetn  REGISTERED, HOME

ID Gazosoi cTanyn  D9F184F
YacToTHeit kawan  UARFCN 9737
Texnonorus goctyna 3G

Cratyc GPRS ~ REGISTERED, HOME

Tun naketHoit nepegaun  HSDPA/HSUPA

OBHOBUTE MHCOPMALMKD @ OBrosuTs

Puc. 43. lHghopmayusi 0 mekyujem rnodksitodeHuu rno 3G/4G.

6.2. YnpaBneHue poytepom no SMS (Remote SMS control)

HaunHas ¢ Bepcum npowwmBku X.5.8, B poytepbl RTU gob6aBneHa BO3MOXHOCTb yAaIEHHOIO ynpaBfieHus
poyTepom nocpeactsom SMS-coobLieHnii n/mnn 3BOHKOB. HacTpolika napaMeTpoB NPoOM3BOANTCS Yepe3
Web-nHTepdeiic B meHio CepBuchbl -> Remote SMS Control.

OOGOLWue HACTPOIiKN BK/OYAlOT 3 napaMeTpa:
Remote SMS control

3pecs ocyLecTENACTCA yNpasneHue poyTepoM NocpesCcTeoM 3B80HKOB unv SMS

o Bknountb — (pnaxok akTMBupyeT
BO3MOXHOCTb yrpaBneHnsa poytepom no SMS.

e [Maponb — Mo yMON4YaHWIO CreHepupoBaH u3 P

cepuvitHOro Homepa poyTepa, HO MOXET BbITb
M3MEHEH NoMb3oBaTeNeM.

Mapons

PaspelueHHuie TenedoHHbie | 79291112233 )

e PaspelwwéHHble HOMepa — CMMCOK HOMEPOB, HoMepa
C KOTOpbIX paspeLleHo oTnpasniate SMS
Ha poyTep (Puc. 44).

dopmar coobuieHuns: 7<10 yugp Homepa>.

79294445566 ]

Puc. 44. Hacmpoliku onyuu ynpasaeHusi poymepom rno SMS.

Bce komaHabl € TeniedooHa oTnpaBNATCS B ddopmaTte: rnapo/ib,KomaHoa
Hanpuwvep: 78810eff;reboot

Ten.: +7 (495) 950-58-95 37 e-mail: post@teleofis.ru


mailto:post@teleofis.ru

TELEOFIS

B0o3MOXHbI criefylolme BapmaHTbl OTNPaBKM KOMaHA,:

e KomaHga no SMS

e YHuBepcanbHas kKomMaHga rno SMS

e KomaHpga no 3BOHKY

KomaHga no SMS

Poymepsbi 3G/4AG TELEOFIS RTU968, RTU1068
Pykosodcmso nosib3o8amesisi. Ped. 2.06 (2018-11-06)

B 3TOM MeHI0 Bbl MOXeTe 3aaTb CNUCOK KOMaH[, KOTopble ByayT OTNPaBnsaATLCA B poyTep (MOryT ObiTh
NCNOMb30BaHbI Nt06ble Linux-komMmaHbl). DYHKUNS 04eHb YA06Ha Npu OTNpaBke B poyTep A/IMHHOM
KOMaHbl UK NOCNEef0BaTeNIbHOCTY KOMaH/, Tak Kak No3BOMIAET 3a4aTb A5 KaX 4o
nocniefoBartesibHOCTU KOMaH/ 04HO KOPOTKOE Ha3BaHue, KOTopoe Bbl ByaeTe OTrnpas/iATbh B COOOLEHMN.

[lBe KomaHfbl yXXe 3afaHbl N0 yMonyaHuio: reboot (nepesarpyska) v factory (Bo3Bpar K 3aBOACKMM
HacTpoiikam). [pyrve KomaHbl Bbl MOXeTe 106aBUTb C MOMOLLbIO KHOMKM [J,06aBUTb.

Komanga no SMS
Bkniouuts Oteet no SMS
O
O
] OoBaeuts

TekcT coobuienunn

simcheck

Hanpumep, ecnu 2aaates napons '1234' v otnpaeuts SMS ¢ Tekctom "1234;reboot’ Ha poyTep, To poyTep nepesarpy3uTca

Linux-komaupa

fefc/simman/getsiglev.sh

fetc/simman/getsimcheck

%] Ypanuts

%] Ypanute

®] Ypanute

®] Yoanute

Puc. 45. Hacmpolika komaH0 0719 omrnpasku rno SMS.

CTpoka KoMaHAbl 3ano/HAETCS C/IeAYOLWMM 06pa3oM:

Bknountb OTBeT no SMS TeKcT coobLeHus Linux-komaHpa
OnucaHue | MNocTaBbTe onaxok,| MNoctaBbTe haxok, | Jlloboe KpaTtkoe HasBaHue | TeKCT KOMaHAbl
YTOOGLI ec/M Heobxoanm KOMaHAbl. 3TO Ha3BaHue
aKkTMBMpoBaTb OTBET U KOMaH4a Bbl 6yeTe Ucnonb3oBaThb
BO3MOXHOCTb npegnosnaraeT ero B SMS-co06LeHum,
nepegayv KomMaHapl | BbiBod. OTBET NpUAET| 4TOOLI HE BBOAUTL
C HOMmepa poyTepa [OJIHHBIA TEKCT KOMaHabI.
B OTBETHOM SMS.
Mpumep asu letc/simman/getsiglev.sh
(nto60oe Npon3BosnbHOE (3anpoc ypoBHs curHana
Ha3BaHue) COTOBOW cBA3n, B ASU)

B Hawem npumepe: 78810eff;asu

Mocnie HAaCTPOIKN KOMaHS HXXMUTE KHOMKY COXPaHUTb M NPUMEHUTb.
Tenepb aKTMBUMPOBaHHbIE (OIAXKKOM KOMaHZbl MOTYT 6bITh OTNPAaB/EHbI C /160r0 Pa3peLLlEHHOr0 HOMepa.

KomaHnga ¢ TenedoHa oTnpasnseTcs B oopMmare: naposib;KoMaHoa.

BHAMAHWE!

e [lpu BBOAE KOMaH[ 06513aTe/IbHO yunTbIBaiTE PErncTp GYKB, Tak Kak Linux-koMaHAabl YyBCTBUTENbHbI K perncTpy!

Ten.: +7 (495) 950-58-95
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YHuBepcasibHas KomaHga no SMS

B aTOM MEHI0 Bbl MOXETE BKNIOUNTL (OYHKLNIO OTMpaBky /10601 KoMaHAbl B poyTep. ®yHKUUS nonesHa B
Tex c/yyasx, Korga Bbl XOTUTE OTMpaBuTb N0 SMS KOMaHAy, KOTOPOW HET B CMINCKE KOMaH4, U3 MeHIo
“KomaHga no SMS”. UTobbl akTMBMpPOBaTb (DYHKLMIO:

1. MNocTtaBbTe oNaxok B cTonbue BknounTtb. ECnv Heobxoaum OTBET M KOMaHAa npeanonaraet ero
nosny4veHve, otmMmeTbTe doniaxkxkom OTBET No SMS.

YHuBepcarnbHasa komaHga no SMS

Hanpumep, ecnu 3agate napons '1234° u otnpaeute SMS c Tekctom '1234;CLISifconfig br-lan down' Ha poyTep, To poyTep BeINONHUT KoHCONbHY koMaHay ifconfig
br-lan down

Bxnouutb Oreer no SMS TekcT coobuienunn Linux-komanpga

O CLISany_cli_command_here any_cli_command_here

Puc. 46. BktodyeHue ¢hyHKyuu “YHusepcasibHasi KomaHoa rno SMS”.

KomaHga otnpaBnsieTcs B criedytowem dopmate: naposb,CLI$any cli_ command_here,
rae any_cli_command_here — nto6asa KOHCO/IbHasA KOMaHaa.
Hanprmep:
78810eff;CLIS$/etc/simmanl/getnettype.sh
(komaHAa 3anpoca Tuna CETU Ha AaHHbIi MOMEHT)
B oTBeT Bbl nonyunTe HaseaHve TekyLlero tuna cetu: 'WCDMA', ‘LTE’ n gp.

BHUMAHWE!

e [pu BBOZE KOMaHL 06513aTe/IbHO YUMThIBaNTE PErUCTP BYKB, Tak Kak Linux-KoMaHzbl YyBCTBUTE/bHBI K PErncTpy!

KomaHga no 3BOHKY

B 3TOM MeHI0 Bbl MOXETE BBECTU TO/IbKO OAHY KOMaHAy, KoTopas 6yAeT BbIMNOMHATLCSA MO 3BOHKY

C paspeLleHHbIX HOMepPOoB. PYHKLMS 04eHb YA06Ha 41 OTNPaBKM B poyTep YacToi BbINOSIHAEMON
KOMaHZbl NN NocnefoBaTelbHOCTY KOMaH/, U NO3BO/ISIET SKOHOMUTL [leHEXHbIE CPeACTBa Ha OTMpPaBKy
SMS. UT06bI akTMBMPOBaTb OYHKLNIO:

1. B none Linux-komaHaa BBeguTe KOMaHgy Uav nocnenoBare/ibHOCTb KOMaHA, pasgeneHHbix ‘&&’
2. AkTuBMpYWTe doyHKLMIO, NOCcTaBmB hnaxok B none Bknwountb. Ecnv Heo6xoamMm OTBET U
KomaHga npegnosaraet ero nonyyeHune, otMeTsTe thriaxxkom OTBeT no SMS.

KomaHga no 3BoH Ky

Ecnun coBepLunTb 3BOHOK C paspeLleHHoro TeneoHHoro HoMepa, poyTep BbINOMHUT YKa3aHHYH KOMaHAY
BknwounTts Oteer no SMS Linux-komaHga

O uci set network lan.ifname

Puc. 47. BxrodeHue onyuu “KomaHoa rno 380HKY”.
Hanpwvmep, Bbl XOTUTE MO 3BOHKY pasaenntb MOCT Mexay nHtepdenicamu Eth0 n Ethl n octaButhb

B bridge Tonbko EthO. ins atoro BBeauTe B none Linux-komaHpa nocnefoBaTe/ibHOCTb KOMaH/;
uci set network.lan.ifname="eth0' && uci commit && /etc/init.d/network restart
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eoe:
e uci set network.lan.ifname="'ethO' — ocmagsnsieM 8 MOocmy mosibko adarimep ‘eth0’
e uci commit — NPUMeHsIeEM USMEHEHUS
e /etc/init.d/network restart — nepesanyckaem MmeHeoxep uHmepgelcos.
o && - pasdesiumesib KOMaHo

OtnpaButb SMS

LononHutenbHo B poyTepax RTU cyuwectByeT hyHKUMSA oTNpaBkM SMS ¢ poyTepa Ha 1060l
TenedoHHbI Homep. Onumsa paboTaeT gaxe B TOM c/iyyae, eciv onaxkok BKNoUnTb B 06LLMX
HaCTpOWKax CHAT.

UT06bI OTNpaBuTbL SMS:

1. B cTpoke Ha Tened)oHHbIi HOMep BBeANTE HOMep TenedoHa nonyyarens CoooLleHNs B
doopmarte 7<10 yughp Homepa>, a B nosnie TEKCT COOGLLEHMA HaNMLWNTE Balle COOOLEHNE B
no6oit packnagke.

2. Haxmwute OTnpaBuUTb.

6.3. OGHOBNEHUE NPOLLINBKN poyTepa

MpoBepkKa TekyLyeii Bepcum NpoLUnNBKU

TekyLLyl0 Bepcuio MPOLUMBKM Bbl MOXETe NPOBEPUTb Ha r1aBHOW cTpaHuue web-uHTepdheiica nocne BBoga
norvHa v napons. Bepcusa npowwmskn — 310 Bepcus cbopkm OC, o6o3Havaemasn Build x.x.x (Puc. 48).

CocTtosiHMe
Cuctema
WMmn xocta TELEOFIS-RTU968V2
Model RTUx68V2
SIN 78801044
Bepcua npowumern OpenWrt Chaos Calmer Build TELEOFIS 2.5.85

Puc. 48. Web-uHmepgbelic RTU968 V2. Bepcus npowusku.

NMPUMEYAHUE:
UTo6bl y3HaTb BEPCUIO NPOLLUMBKM N3 KOMaHHON CTPOKW, BBEAWUTE KOMaHAY:

cat /etc/banner

Ten.: +7 (495) 950-58-95 40 e-mail: post@teleofis.ru


mailto:post@teleofis.ru

° Poymepsbi 3G/4AG TELEOFIS RTU968, RTU1068
TELEBF ’s Pykosodcmso rnosib308amesisi. Ped. 2.06 (2018-11-06)
OGHoOBNeHue MPOLUNBKN

Mepen O6HOBMEHWEM MNPOLUMBKM y6eaMTeChb, UTO YCTPOMCTBO MOAK/IOUYEHO K HALEXHOMY WCTOUHUKY
nuTaHus. Ecnn B npouecce 06HoBneHns OC npon3oigeT OTK/IoUEHNE NUTaHKs, cucTeMa byaer notepsiHa
1 ee 06HOB/IEHNE BYAET BO3MOXHO TO/IbKO 13 KOHCO/M 3arpy34mka (Yepes nHrepdpeiic RS-232). Takke npu
OTK/HOYEHMM NUTAaHNA BO3MOXHbI NoBpexaeHus M3Y.

Yepes Web-unrtepdeiic
1. OTkpolite MeHo CucTtema -> Pe3epBHas konus/lMpowmvBKa.

2. B nogmeHo YCTaHOBUTb HOBbIi 06pa3 NPOLUMBKU HAXMKTE KHOMKY BblGepuTe haiin, ykaxute
MECTOMOsIOXKEHNE tar-apxmBa ¢ HOBOI BEPCUEN NPOLIMBKA N HAXXMIUTE YCTaHOBUTb.

YCcTaHOBUTL HOBLIM 0Opa3 NpoLUMBKUA

3arpyauTe sysupgrade apxve, UToGkl 3aMEHUTE TEKYLLYK NPOLUMBKY.

CoxpanuTts HacTpoik: ]

OBpas: Buibepute daiin |sysupgrad.. U968 tar | [@ yﬂaHoaml@
1 é

Puc. 49. O6HoBMeHUe npowusku Yepe3 Web-uHmepgpelic.

N3 KomaHAHOi CTPOKU
1. Tlpu HEOBXOAUMOCTU COXPaHNTE TEKYLLYH KOHdurypauuio yepes Web-nHtepdelic
(cMm. 6.5. CoxpaHeHune 1 BOCCTaHOB/IEHME HACTPOEK KOHMhUrypaLmm)

2. JltobbIM yao6HbIM COCO60M CKONUpyiTe B Itmpl AnpekToputo poyTepa tar-apxms ¢ HOBOW
Bepcurei NpoLINBKN.

3. BBeguTe B KOMaHAHOI CTpoke sysupgrade. B okHe NosBUTCSA npeaynpexaeHune:

Puc. 50. O6HOoB/IEHUE MPOWUBKU Yepe3 KOMaHOHYH CMPOKY.

4. Bsegute “YES” n xaute nepesarpy3kn CUCTEMBI.

5. [ocne nepesarpyskn Bbl MOXeTe BOCCTaHOBUTb CBOW KOHADUIypaLMoHHble dhalinsl.
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6.4. NMepes3arpyska poyrepa

L‘Iepe3 Web-VIHTepd)eVIC TElEaF’s‘ CocToAHKE Cuctema CepBuc bl CeTe Bruiti
Cucrtema -> lNepesarpyska -> Crerema
I'Iepesarpyska Ynpaenexue

BbinonHutb nepesarpysky (Puc. 51).
Mporpammyoe

HEPEBEFP‘."JHTb ONepauuoHHY K CHCTEMY ~
° ° ‘| obecnedeHuwe

3 KomaHAHOW CTPOKM: e
reboot [@ Brinennuts nepeaarpyaky ?::::::PDBGHHB e

Toukn MOHTH posaHuA

| Hactpoiika LED

BHUMAHWE! Peaepenan konua /
npoLMEKa

Mocne nepesarpysku cucrema n0Tpe6yeT BBECTU MonLa08aTenLCKHe

AaHHble aBTOpPU3aLnn (VIMH nonb3oBarTesnis KOMaH]L

n rlaponb). Mepezarpyaka {b

Puc. 51. Mepe3azpyska poymepa.

6.5. CoxpaHeHue N BOCCTaHOB/IEHNE HAacTpPpoeK KOH(urypaumm

1. [na coxpaHeHnsa TeKyLMX HaCTPOeK TELEOFIS o comewa  comcs  com i
co3falite pesepBHYH0 KOMUKO
KoHchurypaumn. B meHio Cuctema
-> Pe3epBHas konus/lpowuBKa
HaxxmuTe Cospate apxus (PMC' 52)' PesepsHoe konuposaHue / BoccTaHoBneHWe
Cuctema cosfacT v 3arpysuT Ha Balll FivinrTe "Coaate apn’, JTOB 3ATPy 24T Lar-2PXHE TeXy LU KoH Ty paLpON X Haince. i cBposa

HawmuTe "BeinonunTe cOpoc” (B03mMoKHO TONLKO ANA squashfs-obpasos).

KOMan‘OTep tar—apXMB TeKyu"leVI 3arpyanTk pe3epeHYD KoMK
KOHpUrypaumm ¢ paclumpeHvem

Onepauum ¢ NPoLIUBKON

DelicTBuA Kordpury pauua

CBpocUTL Ha 3HayeHuA no BuinonkuTs ¢6poc

*kk yMonyaHuio
tar.gz )
Y7106kl BOCCTAHOBUTE DAANbI KOHUMY PaLIAW, Bbl MOMETE 3arpy3uTh PaHee CO30aHHbIA apXUB Jfeth.
BoccTaHOBUTE pe3epBHY Buibepute daiin | Paiin He eibpaH @ 3arpyauTs apxue...
KOMHi0

Puc. 52. Co30aHue pe3epsHoU Konuu KoHguaypayuu.

2. [lns BOcCTaHOB/EHMS COXPAHEHHOW
KoHGurypaumm B MeHio Cuctema
-> Pe3epBHas konusallpowunBka
C NOMOLLBIO KHOMKK Bblﬁep”Te anl7Il1 PesepeHoe konuposaHue / BoccTaHoBNeHWe
yKaKuTe MECTonoNoxeHue tar-apxnsa e s e e o s o
KOHGoUrypaumm n Haxxmmnte 3arpysuTtb
apxuB (Puc. 53).

Onepauunu ¢ NPOLWKBKON

DNelicTeng Kordpury paums

3arpyauTs peaepeyto konuio: | ([0 Cospats apxue
Y70BLI 80CCTaHOBUTE (hainbl KOHGUTYPaLMKA, Bol MOKETE 3arpyauTh PaHEE CO3AAHHLI APXUB 3ECk.

BoccTakoBuTs pesepsHy o hacka—C:. 11.ta gze
BHVUMAHUVE! an

BoccTaHOB/IEHMe HACTPOEK MOXHO MPON3BOANTL
TONLKO [119 TOIl BEPCMM NPOLLMBKMA POyTepa, Puc. 53. BoccmaHos/ieHue KoHgbuaypayuu.
[LNA KOTOPOIA M3HAYALHO GbiN CO3/jaH apXVB.
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6.6. COpOC HacTpoeK Ha 3aBOACKUE 3HaUeHuUs

AnnapaTtHbIii COpPOC HacCTpoeK

UTobbl COpPOCUTL HACTPOMKM annaparHo, HaXmute
kHonky RESET (Puc. 54) wn ygepxuBaiite, noka e
nHovkatopel PWR, NET, ACT He nepecTtaHyT murarb
(MHAmKaTopbl 6yayT MuraTtb OOHOBPEMEHHO B TeyeHue
3-4 cekyHp). ]

|
=

Puc. 54. KHonka cbpoca Hacmpoex.

BosBpart K 3aBoACKoii KOHthurypauumm yepe3 Web-untepdeiic

1. B meHio Cuctema -> PesepBHas konus/lpowuBka Ha Bknaake JeicTBUA HaxMmTe
BbInonHutb c6poc (Puc. 55).

2. B oTKpbIBLIEMCS OKHE HaxxMuTe OK ansi noaTBepXxaeHus cbpoca. Cpasy nocsne 3Toro
HaYHeTCs yaaneHue pasaena KoHgurypauum ¢ nocneaytoulei nepesarpy3koin cucTeMsl.

°
TE‘E”F’S CocTosHHe Cuctema Cepauchl Cete Bt

Onepauvwl c I'IpOLIJVIBKOﬁ MoateepauTe aeidcTBre Ha 192.168.88.1:

JeiicTeuA Kondburypauma JeficTBMTeNBHO CBPOCKTE BCE M3MEHEHWMAT

PesepBHoe konvposaHue / BoccTaHoBNEHWE

Click "Generate archive” to downlead a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset”

3arpyanTs peseparyio konwo: | (@ Cosgate apxue

CBpocUTe Ha 3HaYeHWA No
. _____

Puc. 55. Cépoc Hacmpoek Ha 3aBo0cKue 3Ha4yeHusi Yepe3 Web.

Bo3Bpart K 3aBOACKOI KOH(pUTrypaLum us KOMaHgHoOW CTPOKU

C6poc HACTPOEK U3 KOMaHAHOW CTPOKU OCYLLECTBASETCA ABYMS NOCNEA0BATE/bHO
BBEAEHHbIMV KOMaHJaMW:

firstboot

reboot

C6poc HaCTpoeK N3 KOHCOJM 3arpy3umnka (Yepes nHtepdeinc RS-232) ocylecTBAseTCA KOMaHa0M:

run factory reset
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MpunoxeHue 1. Tabnmua BbiIOOpPa Mmogenu poyrepa

MonHoe Ha3BaHvie poyTepa nMeeT LupobykBeHHOe 0603HaYeHne RTU968 V2. 1000. 0111. BAC. S

B COOTBETCTBMM C ONUMAMU OCHOBHOIO 1 [ONO/THUTEJTIbHbIX 6/10KOB.

lMpumep NosIHOro HaMMeHoBaHWA NPeACTaB/IeH HA PUCYHKe cripaBsa. E E E n E ﬂ

[ina BbiGopa MHTEpPdencoB 1 onuuii BOCNOMb3yNTeCh Tabnuuein Hke:

v - 6a30Bble onuum Puc. 56. MNMpumep HaszsaHUs Mooesu poymepa RTU.

Tabnuya 12. Tabnuya sbibopa onyul poymepa.

HAVIMEHOBAHVIE NPOAYKTA E BEPCUS1 ANMAPATHOVA N/TATOOPMbI

RTU968 poyTep 3G V2 pacLUMpeHHbIV yHKLIMOHAN MaTEPUHCKO nnatbl
1 NPOLLECCOPHOTO MOAYNS

RTU1068 poyTtep 4G

n KOo4 MOANDPUKALNA MATEPWUHCKOW MNMATbI
RTU968 V2 RTU1068 V2
0 — HeT moayns

1-asa uyncbpa 1 -1 x 3G CINTERION EHS5-E v 3 -1 x 4G SIMCom SIM7100E (apxusHbIii)

Mopgynb 2 — 1 x 3G SIMCom SIM5360E (apxusHbli) 5 -1 x 4G SIMCom SIM7600E-H v
COTOBOIi CBA3U
4 -1 x 3G SIMCom SIM5300E

0 — HeT mogynsa v
2-as umdppa

Mopyne GPS 1 — Moaynb GPS ¢ y3/10M CUHXPOHU3ALMM BpEMEHU

3-as yuchpa

MopTei 1/0, RS-232, RS-485 0-1xRS-232, 1 x RS-485, 4 x IO lines v

4-asa yucpa 0 — MOHWCTOP He YCTaHOBMEH v

WohucTop 1 — VIOHWCTOP YCTaHOB/EH

n KO, MOANGUKALIMN NPOLLEECCOPHOIO MOAY/SA

1-as yucppa 0 — cTaHAapTHOV TOYHOCTA v
Tun yacoB peasibHOro

BpemMeHU 1 — cBepxTouHble (£1 cek/cyTku)
2-aa uncppa B v

Pasvep O3Y 1-128M6

3-aa undcpa _ v

Pasmep N3Y 1-256 M6

4-an undppa

Pasbém microSD 1 — pazbém microSD ecTb v

B KOJ COCTABA B/IOKOB YCTPOWCTBA
A — rnaBHblii MOAYNb (MPOLECCOPHBINA B/10K)
Broku (Mogynu) B — 610K A0N0NHUTENBHBIX MHTEpdeiicoB: RS-232, RS-485, 1-Wire, CHETUMK MMNY/IbCOB
poyTtepa C — mMoaynb 6710Ka NUTaHWs

D — 6nok ACYHO (mosibko no nped3akasy)

B KOoA4 KPEMJ/IEHNA
H — aBa nnacTukoBbIx kpenneHust Ha DIN-peliky Ha LUMPOKOI CTOPOHE Kopnyca
R — meTannnueckoe kpenneHue Ha DIN-peliky Ha LIMPOKOLi CTOPOHE Kopryca
Tun KpennexHus S — HacTo/IbHOE MCMOMTHEHNE, PE3VHOBbIE MPUGOPHbLIE HOXKN v
T — KpenseHvie A/15 YyCTaHOBKN Ha CTEHEe, MeTa/lInyeckune "ylum" Ha kopryce

V — 0fiHO N/1acTUKOBOE KpensieHne Ha DIN-peliky Ha y3Koi CTopoHe kopryca
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MpunoxeHue 2. CeTeBble oNUUN U CNYXObI poyTepa

BcTpoeHHasi B poyTepbl cepun RTU onepayunoHHast cuctema OpenWRT Ha sigpe Linux siBNsieTcs rmbkoi nerko
N3MEHSAEMON nporpamMHoii nnargopmMoii, KoTopas MO3BOMSIET HACTPOMTb poyTep noa bble 3agayun
nonb3oBaTensi NyTém BCTpanBaHus Nosib3oBaTtesibekoro MO. Cuctema MMeEET ya06HbIN (aitnoBblli MeHemkep C
peno3uTopueMm, BKNYarwmm 6onee 3500 naketoB nporpamm. O3HAKOMUTLCSI NOAPOOGHEE C BO3MOXHOCTAMM
OC OpenWRT Bbl MOXeTe MO CCblIKaMm:

*  https://wiki.openwrt.org/ — onucaHue Ha aHrNACKOM A3bIKe
*  https://wiki.openwrt.org/ru/start — onncaHme Ha PyCCKOM A3blke

[nsa co3gaHnsa coGCTBEHHbIX NpuAoXeHuii anisa RTU968 ucnonbayiite nakeT cpeacTts paspaboTkm SDK. Apxue
¢ SDK, pyKkoBOoACTBO A/151 pa3paboTku NPUIOXKEHWIA U NPUMEP NPoeKTa AOCTYMHbI MO CCbIIKE:

https://github.com/teleofis/TELEOFIS-RTU968/tree/master/SDK

Hwxe npeacTtaBneHa Tabnuua 6a3oBbix CeTEBLIX PyHKLMIT poyTepoB RTU.

Tabsuya 13. Cemesble hyHKYUU poymepa.

DyHKUUA OnucaHue

CeTeBoli cepBu1C, NO3BO/IANLLMIA KOMMNbIOTEPaM aBToMaTnyecku nosyyars IP-agpeca un
Apyrve napameTpsbl, Heobxoavmble A8 pabotel B ceTn TCP/IP. PaboTtaeT no mogenm
“KnueHT-cepsep”:

DHCP * DHCP-K/IMeHTbI B NPOLECCE HACTPOIKN 3anpallnBatoT napaMeTpbl agpecaunm
ot DHCP-cepBepa.

* DHCP-cepBep pasgaet napamMeTpbl agpecauum nosb3osarensim
(Mo ymosnnyaHuto BK/1OHEH,).

IP Pool Start: 192.168.88.100 — IP Pool End 192.168.88.255

Crctema JOMEHHbIX UMEH A/19 Npeobpa3oBaHus CMMBOJIbHBIX MMEH B IP-agpeca u
Hao60poT.

DNS

MeToAbl NOCTPOEHUS TaGNML, MapLIPYTU3ALUK

Cratuueckas Bce mMapLupyTbl NPONMCLIBAIOTCS U U3MEHSIHOTCS BPYUHYH0, 683 MCNO/b30BaHMS
MapLupyTUsauus NPOTOKO/I0B (MOAXOAWT AJ151 HEGOMbLUMX CETEA)

[MocTpoeHe MapLLPYTOB C NOMOLLLIO CneLynasibHbIX MPOTOKO/I0B.

Mopaepxunsaemble B RTU968 NpoTOKO/bI AUHAMWYECKOR MapLUpyTU3aLmu:

OSPF v1/v2/v3 — npoTOKON BHYTPEHHETO LUNI03a, NpefHasHayveH ans obmeHa
nHopMaLvein Mexay MapLupyTu3aTopaMm BHYTPY OfHON aBTOHOMHOR CUCTEMBI.
BbluncnseT Kpatyanwmin nyTb K NOACETAM B MEXCETEBOI Cpeae no asiroputMmy
[LelikcTpbl. MpoTokon co3paeT kapTy cetu (link state database) n 06HOBNSET ee Npu
NosIBNIEHNN NU3MEHEHWI B CTPYKTYpe CETW.

AvHamunyeckas
MapLipyTusauus

BGP v4/v4+ - NpoTOKO/ rPaHnYHOro LW03a, NpefHasHadeH ans obmeHa nHgopmauyvei
Mexay aBTOHOMHbIMU crcTeEMamMu. Bbi6op HavnyyLwero MapLupyTa ocyLlecTBAseTcs
NCXoAA U3 Npasui, NMPUHATBLIX B CETU. MNMPOTOKO/ UCMOMb3YET CYMMMPOBaHE MapLLIPYTOB
ANA yMeHbLUeHVsA Tabnuy, mappyTisauuu.

3awuieHHan ceTb

TexHOoMorMsa ¢ OTKPLITLIM UCXOAHBIM KOLOM, NO3BO/IAIOLLAA YCTaHaBNNBaTb COeANHEHNSA
Mexay ysnamu cetu, He MeHas npasun NAT u Firewall. BesonacHoCTb 1 LuMd)poBaHme
ob6ecneunBaeTcs 6ubnnoTekoin OpenSSL 1 NPOTOKO/IOM TPAHCMOPTHOrO YpoBHS TLS.
TexHOMormsa NoaxoanT Ana HebOobLUNX KOMNaHWiA, YAanéHHO paboTatoLwmx COTPYAHNKOB
1 Ansa 6e3onacHoro o6benHeHNs B CeTb TEPPUTOPUASIBHO PasaeneHHbIX
noapasnesneHuii.

Open VPN

IPSec (Internet Protocol Secure) — rpynna npoToKonoB A/ 6e3onacHoli nepegayn
IPSec JaHHbIX Mo ceTam IP. ObecneurBaeT KOHMAEHUMANBHOCTb M LETOCTHOCTb
nepegasaeMbIX JaHHbIX.

PPTP PPTP (Point-to-Point Tunneling Protocol) — TyHHe IbHbIN NPOTOKO/, NMO3BONAIOLLNA
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yCTaHaBNMBaTb 3alUMLLEHHOE COeVHEHNE C CEPBEPOM 3a CYET CO34aHNs CneLmasibHOro
TYHHENs B CTaHAapTHON He3awmweHHol TCP/IP cetw.

GRE

GRE (Generic Routing Encapsulation) — ceTeBoi NpOTOKO/1, MO3BONAIOWMNI COEANHATh
yAanEHHbIE y3/1bl CO CTATUYECKMMW aipecamMm B KaHas Yyepes Nyo/IMyHyto ceTb.
MpoTokoN He nogaepxuBaeT LWndpoBaHe faHHbIX.

CeTeBble NPOTOKO/bI

MpeobpasoBaHue YaCTHbIX JTIOKa/IbHBIX |P-apecoB B yHUKa/IbHbIE [106asbHbIe

NAT IP-agpeca, Tpebyemble 45 CBS3N C XOCTaMu ApYyrMx ceTel.
(1o ymosiyaHuro BK/1H04EH)
MexceTeBoli akpaH Netfilter, BCTpoeHHbI B 24po Linux, ocyLLecTBASET 3aluUTy CETEBbIX
Fi " y3108 (110 ymonuaHuto skstodeH). Netfilter BbINOMHAET KOHTPO/b U PUILTPALUIO CETEBbIX
frewa NaKeToB B COOTBETCTBUM C 3aaHHbIMU NpaBunamu. O6pa6oTka NakeToB NPOUCXOAUT
nocnepfosaresibHO, Mo uenouke. dunstpauns ocywectsnaercs no IP- n MAC-agpecawm.
Apyrue cnyxobl
TinyProxy Cnyxb6a gnsa cosgaHns He6onbwnx HTTP npokcu-cepBepos.
Ipv4 UeTBepTas Bepcus uHtepHeT-npoTtokona (IP), ncnons3yowasa 32-6utHele agpeca.
IPV6 LLecTasn Bepcusa nitepHet-npotokona (IP), ncnonb3yowas anvHy agpeca 128 6ut
BMecCTO 32.
AAMUHUCTPUpOBaHue

Web-unTepdpeiic LuCl

Mpadhmnuecknii Web-nHtepdpeiic ans KoHurypauum poytepa, HanvmcaHHbIiA Ha A3bike
nporpammMupoBaHns Lua.

NHTepdeiic
KOMaHZHOIi CTPOKM

YpanéHHoe ynpas/ieHne poyTepom yepes fito6oii SSH-knneHT (Hanpumep, PUuTTY) no
NnpoTOKO/am:

SSH — ceTeBoi MPOTOKON NPUKNAAHOI0 YPOBHSA (MCNONb3yeT Ans pabotel TCP-nopT 22).
LUndopyeT BCe faHHble, 4TO obecneynBaeT 3awULLEHHYI0 ayTEHTUDNKALMIO 1
6e30nacHbIn AOCTYN K yAa/IEHHOMY YCTPOMCTBY.

Telnet — npoToKON CeTEBOrO YPOBHSA (Mcnosnb3yeT A/1a paboTtel TCP-nopt 23). MNepenaet
JaHHble B OTKPbITOM He3alundpoBaHHOM BUAE, NO3TOMY HE peKOMeH0BaH Ans
MCMNONb30BaHUS BO BHELLHEN CETU.

MopakntoueHue yepes
KOHCOJIbHbIW NopT
(COM-nopT)

JocTyn K KoHconu poyTepa. lNpegHasHayeH A5 NepBOHAaYa/1bHON HACTPOIiKM poyTepa u
[N BOCCTAHOBNEHMS A0CTyNa K YCTPOWCTBY, HanpyuMep, Npy notepe napons, npu
HeobxoaMmocTn BoccTaHoBneHus MO, a Takke B criyyae, Korga HeBO3MOXHO NOJyUnTb
[OCTyn K poyTepy no IP-agpecy.
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TELEOFIS
MpunoxeHue 3. Kapta noptoB RTU968/RTU1068 V2

B Tabnuue 16 npeacrtaBneHbl 0603HAYEHUS NVHUIA BHELWHUX MHTepPdelicoB A1 NPOrpaMMHOr0 KOHAUrypu-
poBaHus.

Tabnuya 14. Kapma nopmos poymepos cepuu RTU (sepcuu V2).

HasHaueHwne Mopt/BbiBOA OGo3HaueHus B Linux SymLink n%agggﬁﬂ:::ﬂw I::s::;ﬁ;g:
YnpasneHnue mogemom (USB1)
SIMDETECT GPIO 2.14 /sysl/class/gpio/GPIO78 ouT —
SIMDETO # ° GPIO 2.15 /syslclass/gpio/GPIO79 IN -
SIMDET1 # GPIO 3.08 Isysl/class/gpio/GP10104 IN —
SIMADDR GPIO 2.18 Isysiclass/gpio/GP1082 ouT -
GSMVCCEN # GPIO 2.19 [sys/class/gpio/GPI083 ouT -
GSMPWRKEY GPIO 3.09 Isysl/class/gpio/GPI0105 ouT -
KoHdurypupyemble nuHun BBoAa-BbiBOgA
GPIOOPULLUP # GPIO 1.19 Isys/class/gpio/GP1051 /dev/pu0 IN/OUT -
GPIOOPULLDOWN GPIO 1.18 /sysl/class/gpio/GPIO50 /dev/pd0 ouT -
GPIO1PULLUP # GPIO 1.22 /sysl/class/gpio/GP1054 /dev/pul IN/OUT -
GPIO1PULLDOWN GPIO 1.21 /sysl/class/gpio/GPIO53 /dev/pdl ouT -
GPIO2PULLUP # GPIO 1.25 /sysl/class/gpio/GPIO57 /dev/pu2 IN/OUT -
GPIO2PULLDOWN GPIO 2.00 Isys/class/gpio/GP1064 /dev/pd2 ouT -
GPIO3PULLUP # GPIO 2.02 /sysl/class/gpio/GPI066 /dev/pu3 IN/OUT -
GPIO3PULLDOWN GPIO 2.01 Isys/class/gpio/GPIO65 /dev/pd3 ouT -
ADCO LRADCO 65/}’51 E’/gftg”gé%?ffices’ lio:device qe\ /g0 IN o1
ADC1 LRADC1 65/}’51 Sgﬁg“gé‘i‘?f{iceS’ lio:device qe\jip1 IN 102
ADC2 LRADC4 65/}’51 E’Igﬁg“géi‘?f{iceS’ lio:device qe\/ip2 IN 103
ADC3 LRADC6 gﬁ E’Iglstg”gé%?ffices’ lio:device | qevjio3 IN 104
GPIOFAULT # GPIO 1.01 /sysl/class/gpio/GPIO33 IN -
MutaHue USB-pa3béma
OoRHOSTVCCENTRIG. ' Gpi0325  Isysiclass/gpio/GPIO121 ouT -
OSBHOSTVCCENTRIG. 'gpi0 326 Isysiclassigpio/GPIO122 ouT B
YnpasneHue Ethernet (o6uiee Ha 2 pasbema)
ETHRESET # GPIO 1.28 ‘ /sysl/class/gpio/GPIO60 ouT —
YnpasneHue LED
LEDTOP GPIO 2.03 Isys/class/leds/top:power ouT PWR
LEDMIDDLE GPIO 2.08 /sysl/class/leds/middle:net ouT NET
LEDBOTTOM GPIO 2.09 /sysl/class/leds/bottom:act ouT ACT
LEDLEFT GPIO 1.12 /syslclass/leds/left:mmc0O ouT -
LEDRIGHT GPIO 1.16 /sysl/class/leds/right:mmcO ouT -
NHTepcpeiic RS-232
TXD ouT
RXD /dev/ttyAPP4 /dev/comO N CONSOLE

9% - NHBEPTMPOBAHHbINA cuUrHan.
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HasHaueHune ‘ MopT/BbiBOA, 0O6o03Ha4yeHus B Linux SymLink n":)a;'szﬁﬂ:::fo tligs::;:;:l:
RTS ‘ ouT
CTS | IN
NHTepdpeiic RS-485
rs485 ‘/dev/ttyAPPZ ‘/dev/coml ‘ IN/OUT Al, B1
Mopaynb RTC (Ha BHyTpeHHel wuHe 12C)
rtcl Idevirtcl | INOUT B
CurHan PPS
ppsO ‘/dev/ppso ‘/dev/gpsppso ‘ IN -
Mopynb GPS
aps ‘/dev/ttyAPPl ‘/dev/gpso ‘ IN -

TexHU4yecKkasa nogaepxxka

Mo Bonpocam TeXHUYECKOW MOJLEPXKKM Bbl MOXeTe 06paTtuTbCs K MOCTaBLUUKY 060pPYAOBaHUSA WAL B
cepBUCHBbI LeHTp AO «Teneoduc»:

AO «Teneocpuc»
115230, r. MockBa, 1-ii HaratuHckuii npoe3g, a.2 ctp. 34

Ten: +7 (495) 950-58-95, 8-800-200-58-95 (13 Poccum 6ecnnatHo)

Ten.: +7 (495) 950-58-95

www. TELEOFIS.ru, e-mail: post@teleofis.ru

TexHuueckasn nogaepxka AOCTYNHa No pabounm AHAM
¢ 09:00 o 18:00 N0 MOCKOBCKOMY BPEMEHM.
e-mail: support@teleofis.ru

48 e-mail: post@teleofis.ru


mailto:post@teleofis.ru
http://www.teleofis.ru/
mailto:post@teleofis.ru
mailto:support@teleofis.ru
mailto:support@teleofis.ru

